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Graph Machine Learning

Number of publications for GNNs in general and for the 
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Applications of GNNs

 Traffic Prediction

In single step forecasting, the traffic state in the next t ime step only is pre-

dicted, whereas in multiple step forecasting the t raffic state several t ime steps

later is the predict ion target . As ment ioned in Sect ion 1, t raffic states can be

highly a↵ected by external factors, e.g. weather and holidays. The forecast ing

problem formulat ion, extended to incorporate these external factors, takes the

form y = f (χ, " ; G), where " represents the external factors. Figure 1 demon-

st rates the graph-based t raffic forecast ing problem, where di↵erent color patches

represent di↵erent t raffic variables.
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Figure 1: T he single-step graph-based t raffic forecast ing problem. Adapted from Ye et al.

(2020a) with external factors added.

Various graph st ructures are used to model t raffic forecast ing problems de-

pending on both the forecast ing problem-type and the t raffic datasets available.

These graphs can be pre-defined stat ic graphs, or dynamic graphs cont inuously

learned from the data. The stat ic graphs can be divided into two types, namely,

natural graphs and similarity graphs. Natural graphs are based on a real-world

t ransportat ion system, e.g. the road network or subway system; whereas simi-

larity graphs are based solely on the similarity between di↵erent node at t ributes

where nodes may be virtual stat ions or regions.

We categorize the exist ing traffic graphs into the same three levels used in
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Sect ion 3, namely, road-level, region-level and stat ion-level graphs.

Road-level graphs. These include sensor graphs, road segment graphs, road

intersection graphs, and road lane graphs. Sensor graphs are based on traffic

sensor data (e.g. the PeMS dataset ) where each sensor is a node, and the

edges are road connect ions. The other three graphs are based on road networks

with the nodes formed by road segments, road intersect ions, and road lanes,

respect ively. The real-world case and example of road-level graphs are shown

in Figure 2. In some cases, road-level graphs are the most suitable format , e.g.,

when vehicles can move only through pre-defined roads.
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Figure 2: T he real-world case and example of road-level graphs. (a) T he road network in

the Performance Measurement System (PeM S) where each sensor is a node. Source: http:

//pems.dot.ca.gov/. (b) T he road-level graph examples. Adapted from Ye et al. (2020a).

Region-level graphs. These include irregular region graphs, regular region
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Jiang, W., & Luo, J. Graph Neural Network for Traffic Forecasting: A Survey. ArXiv Preprint. 2021

Road Network One Single-step Prediction



Applications of GNNs

 Anomaly Detection

Ma, Xiaoxiao, et al. "A comprehensive survey on graph anomaly detection with deep learning." IEEE, 2021

Conventional Anomaly Detection Graph-based Anomaly Detection



Applications of GNNs

 Molecular Property Prediction

Wieder, Oliver, et al. "A compact review of molecular property prediction with graph neural networks." Drug Discovery Today: Technologies, 2020.



Applications of GNNs

 Molecular Dynamics
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Figure 2: Schematic overview of ESTAG. After inputting historical graph trajectories G0, ..., GT − 1,

Equivariant Discrete Fourier Transform (EDFT) extracts equivariant frequency features ~f from
the trajectory. We process them into the invariant node-wise feature c and adjacency matrix A to
be adopted for the next stage. Then we stack Equivariant Spatial Module (ESM) and Equivariant
Temporal Module (ETM) alternatively for L times to explore spatial and temporal dependencies.
After the equivariant temporal pooling layer, we obtain the estimated position ~x⇤(T ).

system interaction and evolution. Considering the energy conservation and incorporating physical
prior knowledge into GNNs, HNN [15], HOGN [31] leverage ODE and Hamiltonian mechanics
to capture the interactions in the systems. However, all of the above-mentioned models don’ t take
into account theunderlying symmetries of asystem. In order to introduce Euclidean equivariance,
Tensor-Field networks(TFN) [38] and SE(3)-Transformer [11] equip filterswith rotation equivariance
by irreducible representation of the SO(3) group. LieTransformer [21]and LieConv [9] leverage
the Lie group to enforce equivariance. Besides, EGNN [32] utilized a simpler E(n)-equivariant
framework which can achievecompetitive results without computationally expensive information.
Based on EGNN, GMN [20] further proposes an equivariant and constraint-aware architecture by
making use of forward kinematics information in physical system. Nevertheless, all of these methods
ignore the natural spatiotemporal patterns of physical dynamics and model it as a frame-to-frame
forecasting problem.

Spatio-temporal graph neural networks STGNNs [22] aim to capture the spatial and temporal
dependency simultaneously and are widely investigated in various applications like traffic forecasting
and human recognition. DCRNN [26] and GaAN [45] areRNN-based methodswhich filter inputsand
hidden states passed to recurrent unit using graph convolutions. However, RNN-based approaches are
time-consuming and may suffer from gradient explosion/vanishing problem. CNN-based approaches,
such asSTGCN [44] and ST-GCN [43], interleave 1D-CNN layers with graph convolutional layers
to tackle spatial temporal graphs in a non-recursive manner. Besides, attention mechanism, an
important technique STGCNs, isemployed by GaAN [45], AGL-STAN [36] and ASTGCN [16] to
learn dynamic dependencies in both space and time domain. The aforementioned approaches are
targeted to theapplications in 2D graph scenarios such as traffic networksand human skeleton graphs,
and may not bewell applicable to 3D physical systems in which geometric equivariance isa really
important property.

Equivar iant spatio-temporal graph neural networks There are few previous works designing
spatio-temporal GNNs while maintaining equivariance. Particularly, by using GRU [6] to record
the memory of past frames, LoCS [24] additionally incorporates rotation-invariance to improve
the model’s generalization ability. Different from the recurrent update mechanism used in LoCs,
EqMotion [42] distills thehistory trajectories of each node into amulti-dimension vector, by which
the spatio-temporal graph is compressed as a spatial graph, then it designs an equivariant module
and an interaction reasoning module to predict future frames. However, both of LoCS and EqMotion
are still defective in exploring the interactions among history trajectories, while in this paper we
propose a transformer-alikearchitecture to fully leverage thespatio-temporal interactions based on
equivariant attentions.

3 Notations and Task Definition

Thedynamics of physical objects (such as molecules) can be formulated with thenotion of spatiotem-
poral graphs, as shown in Figure 1 (left). In particular, aspatiotemporal graph of node number N and
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Wu, L., Hou, Z., Yuan, J., Rong, Y., & Huang, W. Equivariant spatio-temporal attentive graph networks to simulate physical dynamics. NeurIPS, 2024.

Equivariance

Equivariant Spatio-Tempral Graph Neural Networks



Applications of GNNs

 Recommendation Systems

Fan, W., Ma, Y., Li, Q., He, Y., Zhao, E., Tang, J., & Yin, D. Graph neural networks for social recommendation. In The world wide web conference, 2019.

User-item graph

User-user social graph



Applications of GNNs

 Computer Vision

Han, K., Wang, Y., Guo, J., Tang, Y., & Wu, E. Vision gnn: An image is worth graph of nodes. NeurIPS, 2022.

(a) Grid structure. (b) Sequence structure. (b) Graph structure.

Figure1: Illustration of thegrid, sequenceand graph representation of the image. In thegrid structure,
the pixels or patches are ordered only by the spatial position. In the sequence structure, the 2D image
is transformed to a sequence of patches. In the graph structure, the nodes are linked by its content
and are not constrained by the local position.

arms and legs. These parts linked by joints naturally form agraph structure. By analyzing the graph,
we are able to recognize the human. Moreover, graph is a generalized data structure that grid and
sequence can be viewed as a special case of graph. Viewing an image as a graph is more flexible and
effective for visual perception.

Based on the graph representation of images, we build the vision graph neural network (ViG for
short) for visual tasks. Instead of treating each pixel as a node which will result in too many
nodes (>10K), we divide the input image to a number of patches and view each patch as a node.
After constructing the graph of image patches, we use our ViG model to transform and exchange
information among all the nodes. The basic cells of ViG include two parts: Grapher and FFN
(feed-forward network) modules. Grapher module is constructed based on graph convolution for
graph information processing. To alleviate over-smoothing phenomenon of conventional GNN,
a FFN module is utilized for node feature transformation and encouraging node diversity. With
Grapher and FFN modules, we build our ViG models in both isotropic and pyramid manners. In the
experiments, we demonstrate the effectiveness of ViG model on visual tasks like image classification
and object detection. For instance, our Pyramid ViG-S achieves82.1% top-1 accuracy on ImageNet
classification task, which outperforms the representative CNN (ResNet [17]), MLP (CycleMLP [5])
and transformer (Swin-T [35]) with similar FLOPs (about 4.5G). To the best of our knowledge, our
work is the first to successfully apply graph neural network on large-scale visual tasks. We hopeour
work will inspire the community to further explore more powerful network architectures.

2 Related Work

In this section, we first revisit the backbone networks in computer vision. Then we review the
development of graph neural network, especially GCN and its applications on visual tasks.

2.1 CNN, Transformer and MLP for Vision

Themainstream network architecture in computer vision used to beconvolutional network [29, 27, 17].
Starting from LeNet [29], CNNs have been successfully used in various visual tasks, e.g., image
classification [27], object detection [42] and semantic segmentation [36]. The CNN architecture is
evolving rapidly in the last ten years. The representative works include ResNet [17], MobileNet [21]
and NAS [75, 70]. Vision transformer was introduced for visual tasks from 2020 [14, 9, 3, 4]. From
then on, a number of variants of ViT [9] were proposed to improve the performance on visual tasks.
The main improvements include pyramid architecture [57, 35], local attention [15, 35] and position
encoding [61]. Inspired by vision transformer, MLP is also explored in computer vision [49, 50].
With specially designed modules [5, 32, 12, 48], MLP can achieve competitive performance and
work on general visual tasks likeobject detection and segmentation.
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• Grid structure: the pixels or patches are ordered only by the spatial position. 

• Sequence structure: the 2D image is transformed to a sequence of patches. 

• Graph structure: the nodes are linked by its content and are not constrained by the local position. 



Applications of GNNs

 Natural Language Processing

Applications with Graphs

q  Nature Language Processing

“Graph convolutional networks for text classification” , AAAI 2019.

There can be millions of documents and billions of edges.

Yao, L., Mao, C., & Luo, Y. Graph convolutional networks for text classification. AAAI, 2019.



Foundation of GNNs

 Main idea: Pass messages between pairs of nodes and refine node 

representations.
Graph Neural Networks (GNNs)

Main Idea: Pass massages between pairs of nodes and agglomerate 

Alternative Interpretation: Pass massages between nodes to refine node 

(and possibly edge) representations

* slide from Thomas Kipf, University of Amsterdam
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Message Passing

 Main idea: Pass messages between pairs of nodes and refine node 

representations.

Kipf & Welling (ICLR 2017), related previous works by Duvenaud et al. (NIPS 2015) and Li et al. (ICLR 2016) 

Graph Convolutional Networks (GCNs)

* slide from Thomas Kipf, University of Amsterdam

Kipf & Welling (ICLR 2017), related previous works by Duvenaud et al. (NIPS 2015) and Li et al. (ICLR 2016) 

Graph Convolutional Networks (GCNs)

* slide from Thomas Kipf, University of Amsterdam
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Matrix Representation
Matrix Representations of Graphs
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Substantial compuation cost and memory requirement 



Matrix Representation
Matrix Representations of Graphs
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Downstream Tasks
Classification and Link Prediction with GNNs / GCNs

* slide from Thomas Kipf, University of Amsterdam



Brief History of GNNsA Brief History of Graph Neural Nets
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GNNs are Vulnerable

IEEE TRANSACTIONS ON NETWORK SCIENCE AND ENGINEERING 1

Explainable AI Security: Exploring Robustness of
Graph Neural Networks to Adversarial Attacks

Tao Wu, Canyixing Cui, Xingping Xian, Shaojie Qiao, Chao Wang, Lin Yuan, Shui Yu

Abstract—Graph neural networks (GNNs) have achieved tremendous success, but recent studies have shown that GNNs are vulnerable to

adversarial attacks, which significantly hinders their use in safety-critical scenarios. Therefore, the design of robust GNNs has attracted increasing

attention. However, existing research has mainly been conducted via experimental trial and error, and thus far, there remains a lack of a

comprehensive understanding of the vulnerability of GNNs. To address this limitation, we systematically investigate the adversarial robustness of

GNNs by considering graph data patterns, model-specific factors, and the transferability of adversarial examples. Through extensive experiments,

a set of principled guidelines is obtained for improving the adversarial robustness of GNNs, for example: (i) rather than highly regular graphs, the

training graph data with diverse structural patterns is crucial for model robustness, which is consistent with the concept of adversarial training;

(ii) the large model capacity of GNNs with sufficient training data has a positive effect on model robustness, and only a small percentage of

neurons in GNNs are affected by adversarial attacks; (iii) adversarial transfer is not symmetric and the adversarial examples produced by the

small-capacity model have stronger adversarial transferability. This work illuminates the vulnerabilities of GNNs and opens many promising

avenues for designing robust GNNs.

Index Terms—Graph neural networks, adversarial attacks, adversarial robustness, decision boundary, adversarial transferability.

F

1 INTRODUCTION

RECEN T studies have shown that artificial intelligence (AI)

models are vulnerable to various adversarial attacks and

are easily fooled to produce incorrect results. With the increasing

adoption of AI systems in industry, medicine and health care,

finance, and other fields, safety-critical systems using AI need to

address the crucial problem of AI security. Therefore, exploring

the robustness of intelligent models and creating trusted AI

systems are now top priorities.

Graph neural networks (GNNs) have emerged as powerful

tools for the representation learning of graph-structured data

and have achieved remarkable results in various tasks such

as social networks, knowledge graphs, and recommendation

systems. Recently, various techniques have been proposed

to improve the performance of GNNs, including graph

convolutional networks (GCNs), graph attention networks

(GATs), and graph autoencoders (GAEs). Despite their excellent

performance, GNNs inherit the shortcomings of deep-learning

models and are vulnerable to adversarial attacks; that is, the

attackers can degrade the performance of GNNs by carefully

crafting adversarial perturbations, as illustrated in Fig. 1.

Specifically, adversarial attacks on GNNs have caused a wide

range of security threats to the organization and society,

• Manuscript received XXXX; revised XXXX; accepted XXXX. Date of
publication XXXX. This work was partially supported by the National
Natural Science Foundation of China under Grant Nos. 62106030, 62272074;
Chongqing Municipal Natural Science Foundation under Grant No.
cstc2020jcyj-msxmX0804; Chongqing Research Program of Basic Research and
Frontier Technology under Grant No. cstc2021jcyj-msxmX0530.

• T. Wu, X. Xian, C. Cui and L. Yuan are with School of Cyber Security and
Information Law, Chongqing University of Posts and Telecommunications,
Chongqing, China. (E-mail: wutaoadeny@gmail.com, xxp0213@gmail.com,
cuicanyixing@163.com, LinYuan@cqupt.edu.cn).

• S. Qiao is with School of Software Engineering, Chengdu University of
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for example, in public opinion system, spammers add fake

relationships to social networks, thereby increasing the spread

opportunities for false information, and in financial credit

system, attackers give themselves high credit by establishing

connections with high credit users. Therefore, understanding

model robustness and constructing GNNs that are robust

against adversarial attacks are becoming increasingly important.

Adversarial

attack

Origin graph

GNNs1

Predicted as:       

Perturbed graph

GNNs2

Predicted as:       

Target nodeTarget node

Fig. 1: Illustration of adversarial attack on GNNs. Given an

original graph, a malicious attacker manipulates node features

and edges to generate a perturbed graph to mislead the target

GNNs, thereby producing an incorrect label for the target node.

M otivation. Currently, studies on the design of robust

GNNs are quite comprehensive and from various perspectives

[1], [2], [3]. However, existing studies are mainly based on

empirical intuition, heuristics, and experimental trial and

error, and they cannot provide the principle guidance for the

study of adversarial robustness. In contrast to the remarkable

and relatively mature framework against adversarial attacks

on deep neural networks (DNNs), systematic research and
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Challenges in Robust GNNs

 Complex Perturbation Space

Fig. 1: Distributed GNN Training Paradigms

and gradients of the GNN model are synchronized among the

workers for global model update. We identify two key issues

in structure-partition based distributed GNN training that have

not been fully addressed or been overlooked by existing works.

Problem 1: Extra cost due to graph partitioning. We

evaluate three widely adopted graph partitioning algorithms

in existing distributed GNN/graph processing systems: (a)

random partitioning supported by Euler [18] and DGL [17];

(b) METIS [11], the default partitioning strategy in DGL,

which is a balanced min-edge-cut method; (c) Block-based

Deterministic Greedy (BDG) partitioning algorithm proposed

by G-Miner [19], where multiple breadth-first searches (BFS)

are performed starting from randomly selected source nodes.

Each node traversed by a BFS is then assigned to a specific

block/partition. Table I gives the partitioning time (Tpar ),

peak memory consumption and job completion time (training

time required to achieve a model test accuracy greater than

76%, under the condition that the accuracy variance over

30 consecutive training iterations is smaller than 0.0001)

when training a GraphSage model on ogbn-products dataset

using DGL [2] across 4 workers with our proposed method

under a10Gbps inter-connect bandwidth. Thepartition process

imposes significant computation overhead and memory con-

sumption, and its corresponding runtime may well exceed the

total training time. This inspires us to reconsider the necessity

of graph structure partition in distributed GNN training.
TABLE I: Performance of Graph Partition Methods

Dataset Method Tpar (s) Memory(GB) JCT(s)

ogbn-products
Random 92.84 36.04

11.2METIS 106.34 32.33
BDG 57.99 25.16

In addition, quite a few partitioning algorithms, including

RandomVertexCut [20] and GRID [21], fail to scale to large

graphs [13] [14] of similar sizes as ogbn-papers100M, due to

high memory consumption. Theobjectiveof graph partitioning

is typically to minimize cross-worker edges. However, the

reduction of cross-worker communication offered by graph

partitioning diminishes quickly as the number of GNN layers

increases. Recall that a L -layer GNN computes a node’s

embedding recursively using information of L -hop neighbor

nodes. Nodes needed in sampled subgraphs may well cover

the complete graph as the number of GNN layer increases, and

any graph partitioning algorithm would fall short in reducing

the heavy cross-worker communication overhead then.

Problem 2: Performance bottlenecks owing to cross-

worker subgraph sampling and node feature transmission.

Fig. 2 shows the training time breakdown of one mini-

batch with different batch sizes, when training the GraphSage

Fig. 2: Training Time Breakdown Fig. 3: GPU Utilization

model with structure partitioning of ogbn-products dataset [12]

across 4 workers. More than 80% of the training time is

spent on cross-worker subgraph sampling and feature fetching.

This excessive communication overhead originates primarily

from inter-dependencies among nodes in algorithmic design

(Eqn. (1)) of GNN. Moreover, if a substantial portion of nodes

in sampled subgraphs reside on a single worker, the worker

can become a communication bottleneck, further prolonging

the feature fetching time. In Fig. 3, theaverage GPU utilization

is computed as the mean value of real-time GPU utilization

over several 5-second intervals; the approximate 20% GPU

utilization aligns with the time breakdown findings.

Reducing the cost associated with cross-worker subgraph

sampling and feature transmission is the key to improve the

efficiency of distributed GNN training.

2) Feature-partition based Distributed GNN Training: In

feature-partition based distributed GNN training (Fig. 1(b)),

feature partition is conducted, with the dimensions of feature

vectors evenly partitioned and distributed among all workers.

That is, each worker holds d
K

dimensions of the feature

vectors of all nodes. The complete graph structure is stored

within each physical machine, accessible by workers on the

same machine. The training process is similar to structure-

partition based distributed GNN training, except that theL -hop

subgraphs can be solely sampled at each worker, and missing

dimensions of the needed node features are fetched from other

workers in each training iteration.

This paradigm exhibits superiority in the following three

aspects: (1) little extra overhead for graph preprocessing. This

feature partition is performed on regular vectors instead of the

irregular graph structure, very easy to achieve and requiring

minimal extra time and memory space; (2) evenly distributed

communication in each training iteration. Given that the fea-

ture dimensions are evenly distributed among workers, the size

of feature data transmitted from each of the other workers to

a specific worker is the same, i.e., nk
d
K

, where nk is the

number of nodes in the subgraphs sampled at this worker;

(3) eliminated overhead for cross-worker subgraph sampling,

since the graph structure is stored locally for each worker.

On the other hand, the substantial overhead of cross-

worker feature transmission still exits in feature-partition

based distributed GNN training. The average size of cross-

worker feature transfers in each training iteration is the same

between feature-partition based and structure-partition based

paradigms, if the nodes are uniformly distributed among

workers in structure-partition based distributed GNN training.

Suppose the total number of nodes involved in sampled

subgraphs of all workers in a training iteration is N . Then

the total feature transfer size is
(K − 1)N d

K
for both paradigms.

 Vast Searching Space  Discrete data domain

o Adding or removing edges instead of 

mortifying pixels

o Intractable discrete optimization problem

o Graph structure

o Node attributes

Fig. 1: Distributed GNN Training Paradigms

and gradients of the GNN model are synchronized among the

workers for global model update. We identify two key issues

in structure-partition based distributed GNN training that have

not been fully addressed or been overlooked by existing works.

Problem 1: Extra cost due to graph partitioning. We

evaluate three widely adopted graph partitioning algorithms

in existing distributed GNN/graph processing systems: (a)

random partitioning supported by Euler [18] and DGL [17];

(b) METIS [11], the default partitioning strategy in DGL,

which is a balanced min-edge-cut method; (c) Block-based

Deterministic Greedy (BDG) partitioning algorithm proposed

by G-Miner [19], where multiple breadth-first searches (BFS)

are performed starting from randomly selected source nodes.

Each node traversed by a BFS is then assigned to a specific

block/partition. Table I gives the partitioning time (Tpar ),

peak memory consumption and job completion time (training

time required to achieve a model test accuracy greater than

76%, under the condition that the accuracy variance over

30 consecutive training iterations is smaller than 0.0001)

when training a GraphSage model on ogbn-products dataset

using DGL [2] across 4 workers with our proposed method

under a10Gbps inter-connect bandwidth. Thepartition process

imposes significant computation overhead and memory con-

sumption, and its corresponding runtime may well exceed the

total training time. This inspires us to reconsider the necessity

of graph structure partition in distributed GNN training.
TABLE I: Performance of Graph Partition Methods

Dataset Method Tpar (s) Memory(GB) JCT(s)

ogbn-products
Random 92.84 36.04

11.2METIS 106.34 32.33
BDG 57.99 25.16

In addition, quite a few partitioning algorithms, including

RandomVertexCut [20] and GRID [21], fail to scale to large

graphs [13] [14] of similar sizes as ogbn-papers100M, due to

high memory consumption. Theobjectiveof graph partitioning

is typically to minimize cross-worker edges. However, the

reduction of cross-worker communication offered by graph

partitioning diminishes quickly as the number of GNN layers

increases. Recall that a L -layer GNN computes a node’s

embedding recursively using information of L -hop neighbor

nodes. Nodes needed in sampled subgraphs may well cover

the complete graph as the number of GNN layer increases, and

any graph partitioning algorithm would fall short in reducing

the heavy cross-worker communication overhead then.

Problem 2: Performance bottlenecks owing to cross-

worker subgraph sampling and node feature transmission.

Fig. 2 shows the training time breakdown of one mini-

batch with different batch sizes, when training the GraphSage

Fig. 2: Training Time Breakdown Fig. 3: GPU Utilization

model with structure partitioning of ogbn-products dataset [12]

across 4 workers. More than 80% of the training time is

spent on cross-worker subgraph sampling and feature fetching.

This excessive communication overhead originates primarily

from inter-dependencies among nodes in algorithmic design

(Eqn. (1)) of GNN. Moreover, if a substantial portion of nodes

in sampled subgraphs reside on a single worker, the worker

can become a communication bottleneck, further prolonging

the feature fetching time. In Fig. 3, theaverage GPU utilization

is computed as the mean value of real-time GPU utilization

over several 5-second intervals; the approximate 20% GPU

utilization aligns with the time breakdown findings.

Reducing the cost associated with cross-worker subgraph

sampling and feature transmission is the key to improve the

efficiency of distributed GNN training.

2) Feature-partition based Distributed GNN Training: In

feature-partition based distributed GNN training (Fig. 1(b)),

feature partition is conducted, with the dimensions of feature

vectors evenly partitioned and distributed among all workers.

That is, each worker holds d
K

dimensions of the feature

vectors of all nodes. The complete graph structure is stored

within each physical machine, accessible by workers on the

same machine. The training process is similar to structure-

partition based distributed GNN training, except that theL -hop

subgraphs can be solely sampled at each worker, and missing

dimensions of the needed node features are fetched from other

workers in each training iteration.

This paradigm exhibits superiority in the following three

aspects: (1) little extra overhead for graph preprocessing. This

feature partition is performed on regular vectors instead of the

irregular graph structure, very easy to achieve and requiring

minimal extra time and memory space; (2) evenly distributed

communication in each training iteration. Given that the fea-

ture dimensions are evenly distributed among workers, the size

of feature data transmitted from each of the other workers to

a specific worker is the same, i.e., nk
d
K

, where nk is the

number of nodes in the subgraphs sampled at this worker;

(3) eliminated overhead for cross-worker subgraph sampling,

since the graph structure is stored locally for each worker.

On the other hand, the substantial overhead of cross-

worker feature transmission still exits in feature-partition

based distributed GNN training. The average size of cross-

worker feature transfers in each training iteration is the same

between feature-partition based and structure-partition based

paradigms, if the nodes are uniformly distributed among

workers in structure-partition based distributed GNN training.

Suppose the total number of nodes involved in sampled

subgraphs of all workers in a training iteration is N . Then

the total feature transfer size is
(K − 1)N d

K
for both paradigms.



Challenges in Robust GNNs

 Non-IID Data
 Interdependence between instances in graphs

 Structural perturbations alter the message-passing mechanism, impacting 

representation propagation.

 A change in one node can influence multiple other instances.



Challenges in Robust GNNs

 Scalibility
 Large-scale graph

https://ogb.stanford.edu/docs/lsc/mag240m/



Challenges in Robust GNNs

 Complex Perturbation Space
 Vast searching space

o Graph structure

o Node attributes

 Discrete data domain

o Adding or removing edges instead of mortifying pixels

o Intractable discrete optimization problem

 Interdependent Data
 Interdependence between instances in graphs

 Structural perturbations alter the message-passing mechanism, impacting 

representation propagation.

 A change in one node can influence multiple other instances.

 Scalability
 Large-scale graphs

 Unnoticeability
 GNN models should remain robust to minor graph changes, while defining graph 

similarity is challenging
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Attack Knowledge

Sun, Lichao, et al. “Adversarial attack and defense on graph data: A survey.” IEEE Transactions on Knowledge and Data Engineering, 2022.

Attack 
Knowledge

White-box Attacks

Grey-box Attacks

Black-box Attacks

Attack knowledge is the knowledge the attackers need to possess about the 

dataset and the target model.



White-box Attacks: PGD

Xu, Kaidi, et al. “Adversarial attack and defense on graph data: A survey.” IJCAI, 2019.

 PGD Topology Attack:

Gradient-based

Unnoticeable

• s is the vector form of perturbation 



Black-box Attacks

Dai, Hanjun, et al. “Adversarial attack on graph structured data. In International conference on machine learning” ICML , 2018.

outputs

❑ Attacker’s knowledge: 

❑ Only input data and output response are available to the attacker; 

• Rely on queries and observations through the model APIs



Black-box Attacks

Dai, Hanjun, et al. “Adversarial attack on graph structured data. In International conference on machine learning” ICML , 2018.

❑ RL-S2V: a reinforcement learning based black-box attacks

❑ Action: add/delete an edge

❑ State: Current partially modified graph

❑ Reward: If the attack is successful (positive/negative reward)



Grey-box Attacks

Dai, Enyan, et al. “Unnoticeable Backdoor Attacks on Graph Neural Networks” WWW 2023.

❑ Attacker’s knowledge: 

❑ The model architecture is known to the attackers, but the model’s parameters 
remain inaccessible. 

❑ The attacker usually train a surrogate model to imitate the target model and conduct 

white-box attack on the surrogate model. 



Attack Mechanism

Attack 

Mechanism

Feature Perturbation

Structure Modification

Node Injection

Attention Mechanism: Attacker may perturb the node features, add/delete 

edges and inject fake nodes



Feature Perturbation

Zügner, Daniel, et al. “Adversarial Attacks on Neural Networks for Graph Data” KDD, 2018.

❑ Attacker’s capability:

❑ Aims to revise node features, which is similar to adversarial attack in vision 
domains 



Structure Modification

.

❑ Attacker’s capability :

❑ Structure modification is more powerful than feature perturbation in graphs.
❑ The attacker can add/delete edges in the original graph 



Structure Modification

.

❑ Attacker’s capability :

❑ Structure modification is more powerful than feature perturbation in graphs.
❑ The attacker can add/delete edges in the original graph 

Adversarial

Edge 



Structure Modification

.

❑ Attacker’s capability :

❑ Structure modification is more powerful than feature perturbation in graphs.
❑ The attacker can add/delete edges in the original graph 

Adversarial

Edge 



Structure Modification

.

❑ Attacker’s capability :

❑ Structure modification is more powerful than feature perturbation in graphs.
❑ The attacker can add/delete edges in the original graph 

Prediction: Normal User

Adversarial

Edge 

Noisy edge will affect the 
information aggregation



Nettack (Feature/Structure Perturbation) 

Zügner, Daniel, et al. “Adversarial Attacks on Neural Networks for Graph Data” KDD, 2018.

❑ Objective functions:

❑ GNN training objective:  

❑ Attack objective: 

Find a perturbed graph such that can classify target node as other label!



Node Injection

Sun, Yiwei, et al. “Adversarial attacks on graph neural networks via node injections: A hierarchical reinforcement learning approach” WWW, 2020.

❑ Attacker’s capability : 

❑ The attacker can inject fake nodes without modifying the original graph.



Attack Phase

Attack 
Phase

Evasion Attacks

Poisoning Attacks

Backdoor Attacks

Attack Phase is the stage that the attackers add perturbations into samples.



Evasion Attacks

Zügner, Daniel, et al. “Adversarial Attacks on Neural Networks for Graph Data” KDD, 2018.

❑ Attacker’s goal: 

❑ The attacker add perturbation to the test samples to mislead the model to 
misclassify the attacked sample. (post-training)

❑ Representative Works:

❑ Nettack (Zügner et al, 2018)



Poisoning Attacks

Dai, Hanjun, et al. “Adversarial attack on graph structured data. In International conference on machine learning” ICML , 2018.

❑ Attacker’s goal: 

❑ The attacker add perturbation to the training samples to poison the model 

parameters. (during training)

❑ These attacks occur during the training phase, where the injected noise or 

manipulated data disrupts the model’s learning process.

❑ Representative Works:

❑ NIPA (Sun et al, 2020)

❑ Mettack (Zügner et al, 2019)

 



Backdoor Attacks

Dai, Enyan, et al. “Unnoticeable Backdoor Attacks on Graph Neural Networks” WWW 2023.

❑ Attacker’s goal: 

❑ The attacker aims to manipulate the model into misclassifying specific target 

nodes while maintaining normal behavior for clean nodes. 



Backdoor Attacks: UGBA

Dai, Enyan, et al. “Unnoticeable Backdoor Attacks on Graph Neural Networks” WWW 2023.

❑ Objective: 



Attack Target

Sun, Lichao, et al. “Adversarial attack and defense on graph data: A survey.” IEEE Transactions on Knowledge and Data Engineering, 2022.

Attack Target

Local Attacks
R

P

Global Attacks
V

G

RL-S2V (Dai et al., 2018)

InfAttack (Wang et al., 2024)

PGD (Xu et al., 2019)

NIPA (Sun et al., 2020)

❑ Attack target can be categorized as local attacks and global attacks based on 

whether attackers aim to misclassify a set of target instance or reduce the overall 

performance.



Overview

Preliminaries Pre-training Fine-tuning Prompting
Future 

Directions

Traditional Approaches
 Robust Training

 Graph Cleaning

 Attention Mechanism

Emerging Techniques
 Implicit Architectures

 Innovative Perspective

Presenter: 

Zhichao Hou
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Robust Training

Sun, Lichao, et al. “Adversarial attack and defense on graph data: A survey.” IEEE Transactions on Knowledge and Data Engineering, 2022.

Robust

Training

Structural

Perturbation

R

P

Attribute

Perturbation

V

G

Random Drop (Dai et al., 2018)

PGD (Xu et al., 2019)

VAT (Sun et al., 2019)

GraphAT (Feng et al., 2021)

 Robust Training is a classical method to improve model robustness by augmenting 
the training data with either adversarial features or perturbed graph topology.



Robust Training

Sun, Lichao, et al. “Adversarial attack and defense on graph data: A survey.” IEEE Transactions on Knowledge and Data Engineering, 2022.

 Robust Training is a classical method to improve model robustness by augmenting 
the training data with either adversarial features or perturbed graph topology.

Normal Training Robust/Adversarial Training

overfitting, attack-specific, ood 



PGD-AT

K. Xu, H. Chen, S. Liu, P.-Y. Chen, T.-W. Weng, M. Hong, and X. Lin. Topology attack and defense for graph neural networks: An optimization perspective. 
arXiv preprint, 2019.

 PGD Topology Attack:

where: 
• 𝐒 is the Boolean perturbation matrix

• Perturbed graph:

• 𝐬 is the vector form of 𝐒
• 𝑓𝑖 is cross-entropy (CE) or Carlili-Wagner (CW) loss

 Challenge: discrete variable → combinatorial optimization problem

discrete



PGD-AT

K. Xu, H. Chen, S. Liu, P.-Y. Chen, T.-W. Weng, M. Hong, and X. Lin. Topology attack and defense for graph neural networks: An optimization perspective. 
arXiv preprint, 2019.

 PGD Topology Attack:

discrete

continuous

Step 1: Projected Gradient Descent (PGD)

Step 2: Random Sampling 



PGD-AT

K. Xu, H. Chen, S. Liu, P.-Y. Chen, T.-W. Weng, M. Hong, and X. Lin. Topology attack and defense for graph neural networks: An optimization perspective. 
arXiv preprint, 2019.

 PGD Topology Attack:

 Adversarial Training for GNNs (PGD-AT):



GraphAT

F. Feng, X. He, J. Tang, and T.-S. Chua. Graph adversarial training: Dynamically regularizing based on graph structure. IEEE Transactions on Knowledge and 
Data Engineering, 2019. 

Ω classification loss
Φ graph Laplacian term 



GraphAT & GraphVAT

F. Feng, X. He, J. Tang, and T.-S. Chua. Graph adversarial training: Dynamically regularizing based on graph structure. IEEE Transactions on Knowledge and 
Data Engineering, 2019. 

Linear approximation:

GraphAT:

GraphVAT:
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term) also encourage the smoothness of predictions over the

graph structure, GraphAT is believed to be a more advanced

regulation for two reasons: 1) the regularization performed

by GraphAT is dynamic since the adversarial examples are

adaptively generated according to the current parameters

and predictions of the model whereas the standard graph-

based regularizations are static; and 2) GraphAT to some

extent augments the training data, since the generated ad-

versarial examples have not occurred in the training data,

which is beneficial to model generalization.

Approximation. It is non-trivial to obtain the closed-

form solution of r
g
i . Inspired by the linear approximation

method proposed in [15] for standard adversarial training,

we also design a linear approximation method to calculate

the graph adversarial perturbations in GraphAT, of which

the formulation is:

r
g
i ≈

g

g
, where g = ∇ x i

j ∈N i

D(f (x i , G|Θ̂), f (x j , G|Θ̂ )),

(3)

where g is the gradient w.r.t. the input x i . For graph neural

network models, the gradient can be efficiently calculated

by one backpropagation. Note that Θ̂ is a constant set

denoting the current model parameters.

4.2 Virtual Graph Adversarial Training

Considering that node classification is a task of semi-

supervised learning by nature, we further devise an ex-

tended version of GraphAT, named GraphVAT which addi-

tionally smooths the distribution of predictions around each

clean example to further enhance the model robustness.

Inspired by the idea of virtual adversarial training [35],

we further add a virtual adversarial regularizer into the

training objective function and construct virtual adversarial

examples to attack the local smoothness of predictions.

Compared to standard AT which only considers labeled

clean examples, virtual adversarial training additionally en-

courages the model to make consistent predictions around

the unlabeled clean examples. The formulation of Graph-

VAT is:

min: ΓGV A T = Γ + α

N

i = 1

d(f (x i + r v
i , G|Θ ), ỹ i )

virtual adversarial regularizer

+

β

N

i = 1 j ∈N i

d(f (x i + r
g
i , G|Θ ), f (x j , G|Θ ))

graph adversarial regularizer

,

max: r v
i = arg max

r i , r i ≤
d(f (x i + r i , G|Θ̂ ), ỹ i ), (4)

where r i denotes the virtual adversarial perturbation, the

direction that leads to the largest change on the model

prediction of x i . For labeled nodes and unlabeled nodes,

ỹ i denotes ground truth label and model prediction, respec-

tively. That is,

ỹ i =
ŷ i , i ≤ M (labeled node),

f (x i , G|Θ̂ ), M < i ≤ N (unlabeled node).

Note that GraphVAT can be seen as jointly playing two min-

imax games with three players, where the two maximum

players generate virtual adversarial examples and graph

adversarial examples, respectively. That is, in each iteration,

two types of perturbations and the associated adversarial

examples are generated to attack 1) the smoothness of pre-

diction around individual clean example; and 2) thesmooth-

ness of connected examples, respectively. By minimizing the

additional regularizers over these adversarial examples, the

learned model is encouraged to be more smooth and robust,

achieving good generalization.

Approximation. For labeled nodes, r i can be easily

evaluated via linear approximation [15], i.e., calculating the

gradient of d(f (x i , G|Θ̂ ), ỹ i ) w.r.t. x i . For unlabeled nodes,

such approximation is infeasible since the gradient will

always be zero. This is because d(f (x i , G|Θ̂ ), ỹ i ) achieves

the minimum value (0) at x i (note that ỹ i = f (x i , G|Θ̂ )
for unlabeled data). Realizing that the first-order gradi-

ent is always zero, we estimate r i from the second-order

Taylor approximation of d(f (x i + r i , G|Θ̂ ), ỹ i ). That is,

r v
i ≈ argmaxr i , r i ≤

1
2
r T

i H r i where H is the Hessian

matrix of d(f (x i + r i , G|Θ̂ ), ỹ i ). For the consideration of

efficiency, we calculate r v
i via the power iteration approxi-

mation [35]:

r v
i ≈

g

g
, where g = ∇ r i

d(f (x i + r i , G|Θ̂ , ỹ i )) |r i = ξd ,

(5)

where d is a random vector. Detailed derivation of the

method is referred to [35].

4.3 Graph Convolution Network

Inspired by the extraordinary representation ability, many

neural networks have been used as the predictive model

f (x i , G|Θ ) [1], [7], [10], [11]. Under the transductive set-

ting, Graph Convolutional Network [7] is a state-of-the-art

model. Specifically, GCN stacks multiple graph convolution

layers, which is formulated:

H l = σ D − 1
2 A D − 1

2 H l − 1W l + bl . (6)

Specifically, the l -th graph convolution layer conducts three

operations to project H l − 1 ∈ RN × D l − 1

(the output of the

(l − 1)-th layer or the node features X ) into H l ∈ RN × D l

,

where D l− 1 and D l are the output dimension of layer l − 1
and l , respectively.

• Similar as the fully connected layer, thegraph convolution

layer fi rst projects the input (H l − 1) into latent representa-

tions with W l ∈ RD l − 1 × D l

and bl ∈ RD l

.

• It then propagatesthe latent representations(H l− 1W l + bl )

through the normalizied adjacency matrix D − 1
2 A D − 1

2

with self-connections, where D = D + I and A = A + I
(I ∈ RN × N is an identity matrix). Here, the representation

of node i in H is the aggregation of latent representations

in (H l− 1W l + bl ) of nodes connected to i (including itself

due to the self-connection).

• Finally, a non-linear activation function σ (e.g., the sig-

moid, hyperbolic tangent, and rectifier functions) is ap-

plied to allow non-linearity.
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term) also encourage the smoothness of predictions over the

graph structure, GraphAT is believed to be a more advanced

regulation for two reasons: 1) the regularization performed

by GraphAT is dynamic since the adversarial examples are

adaptively generated according to the current parameters

and predictions of the model whereas the standard graph-

based regularizations are static; and 2) GraphAT to some

extent augments the training data, since the generated ad-

versarial examples have not occurred in the training data,

which is beneficial to model generalization.

Approximation. It is non-trivial to obtain the closed-

form solution of r
g
i . Inspired by the linear approximation

method proposed in [15] for standard adversarial training,

we also design a linear approximation method to calculate

the graph adversarial perturbations in GraphAT, of which

the formulation is:

r
g
i ≈

g

g
, where g = ∇ x i

j ∈N i

D(f (x i , G|Θ̂ ), f (x j , G|Θ̂ )),

(3)

where g is the gradient w.r.t. the input x i . For graph neural

network models, the gradient can be efficiently calculated

by one backpropagation. Note that Θ̂ is a constant set

denoting the current model parameters.

4.2 Virtual Graph Adversarial Training

Considering that node classification is a task of semi-

supervised learning by nature, we further devise an ex-

tended version of GraphAT, named GraphVAT which addi-

tionally smooths the distribution of predictions around each

clean example to further enhance the model robustness.

Inspired by the idea of virtual adversarial training [35],

we further add a virtual adversarial regularizer into the

training objective function and construct virtual adversarial

examples to attack the local smoothness of predictions.

Compared to standard AT which only considers labeled

clean examples, virtual adversarial training additionally en-

courages the model to make consistent predictions around

the unlabeled clean examples. The formulation of Graph-

VAT is:

min: ΓGV A T = Γ + α

N

i = 1
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virtual adversarial regularizer

+
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graph adversarial regularizer

,
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where r i denotes the virtual adversarial perturbation, the

direction that leads to the largest change on the model

prediction of x i . For labeled nodes and unlabeled nodes,

ỹ i denotes ground truth label and model prediction, respec-

tively. That is,

ỹ i =
ŷ i , i ≤ M (labeled node),

f (x i , G|Θ̂ ), M < i ≤ N (unlabeled node).

Note that GraphVAT can be seen as jointly playing two min-

imax games with three players, where the two maximum

players generate virtual adversarial examples and graph

adversarial examples, respectively. That is, in each iteration,

two types of perturbations and the associated adversarial

examples are generated to attack 1) the smoothness of pre-

diction around individual clean example; and 2) thesmooth-

ness of connected examples, respectively. By minimizing the

additional regularizers over these adversarial examples, the

learned model is encouraged to be more smooth and robust,

achieving good generalization.

Approximation. For labeled nodes, r i can be easily

evaluated via linear approximation [15], i.e., calculating the

gradient of d(f (x i , G|Θ̂ ), ỹ i ) w.r.t. x i . For unlabeled nodes,

such approximation is infeasible since the gradient will

always be zero. This is because d(f (x i , G|Θ̂ ), ỹ i ) achieves

the minimum value (0) at x i (note that ỹ i = f (x i , G|Θ̂ )

for unlabeled data). Realizing that the fi rst-order gradi-
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i via the power iteration approxi-

mation [35]:
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g
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, where g = ∇ r i

d(f (x i + r i , G|Θ̂ , ỹ i )) |r i = ξd ,

(5)

where d is a random vector. Detailed derivation of the

method is referred to [35].

4.3 Graph Convolution Network

Inspired by the extraordinary representation ability, many

neural networks have been used as the predictive model

f (x i , G|Θ ) [1], [7], [10], [11]. Under the transductive set-

ting, Graph Convolutional Network [7] is a state-of-the-art

model. Specifically, GCN stacks multiple graph convolution

layers, which is formulated:

H l = σ D − 1
2 A D − 1

2 H l − 1W l + bl . (6)

Specifically, the l -th graph convolution layer conducts three

operations to project H l− 1 ∈ RN × D l − 1

(the output of the

(l − 1)-th layer or the node features X ) into H l ∈ RN × D l

,

where D l− 1 and D l are the output dimension of layer l − 1
and l , respectively.

• Similar as the fully connected layer, thegraph convolution

layer first projects the input (H l− 1) into latent representa-

tions with W l ∈ RD l − 1 × D l

and bl ∈ RD l
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moid, hyperbolic tangent, and rectifier functions) is ap-
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the formulation is:
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where g is the gradient w.r.t. the input x i . For graph neural

network models, the gradient can be efficiently calculated

by one backpropagation. Note that Θ̂ is a constant set

denoting the current model parameters.

4.2 Virtual Graph Adversarial Training

Considering that node classification is a task of semi-

supervised learning by nature, we further devise an ex-

tended version of GraphAT, named GraphVAT which addi-

tionally smooths the distribution of predictions around each

clean example to further enhance the model robustness.

Inspired by the idea of virtual adversarial training [35],

we further add a virtual adversarial regularizer into the

training objective function and construct virtual adversarial

examples to attack the local smoothness of predictions.
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d(f (x i + r
g
i , G|Θ ), f (x j , G|Θ ))

graph adversarial regularizer

,

max: r v
i = arg max

r i , r i ≤
d(f (x i + r i , G|Θ̂ ), ỹ i ), (4)

where r i denotes the virtual adversarial perturbation, the

direction that leads to the largest change on the model

prediction of x i . For labeled nodes and unlabeled nodes,

ỹ i denotes ground truth label and model prediction, respec-

tively. That is,

ỹ i =
ŷ i , i ≤ M (labeled node),

f (x i , G|Θ̂ ), M < i ≤ N (unlabeled node).

Note that GraphVAT can be seen as jointly playing two min-

imax games with three players, where the two maximum

players generate virtual adversarial examples and graph

adversarial examples, respectively. That is, in each iteration,

two types of perturbations and the associated adversarial

examples are generated to attack 1) the smoothness of pre-

diction around individual clean example; and 2) thesmooth-

ness of connected examples, respectively. By minimizing the

additional regularizers over these adversarial examples, the

learned model is encouraged to be more smooth and robust,

achieving good generalization.

Approximation. For labeled nodes, r i can be easily

evaluated via linear approximation [15], i.e., calculating the

gradient of d(f (x i , G|Θ̂ ), ỹ i ) w.r.t. x i . For unlabeled nodes,

such approximation is infeasible since the gradient will

always be zero. This is because d(f (x i , G|Θ̂ ), ỹ i ) achieves

the minimum value (0) at x i (note that ỹ i = f (x i , G|Θ̂ )

for unlabeled data). Realizing that the fi rst-order gradi-

ent is always zero, we estimate r i from the second-order

Taylor approximation of d(f (x i + r i , G|Θ̂ ), ỹ i ). That is,

r v
i ≈ argmaxr i , r i ≤

1
2
r T

i H r i where H is the Hessian

matrix of d(f (x i + r i , G|Θ̂ ), ỹ i ). For the consideration of

efficiency, we calculate r v
i via the power iteration approxi-

mation [35]:

r v
i ≈

g

g
, where g = ∇ r i

d(f (x i + r i , G|Θ̂ , ỹ i )) |r i = ξd ,

(5)

where d is a random vector. Detailed derivation of the

method is referred to [35].

4.3 Graph Convolution Network

Inspired by the extraordinary representation ability, many

neural networks have been used as the predictive model

f (x i , G|Θ ) [1], [7], [10], [11]. Under the transductive set-

ting, Graph Convolutional Network [7] is a state-of-the-art

model. Specifically, GCN stacks multiple graph convolution

layers, which is formulated:

H l = σ D − 1
2 A D − 1

2 H l− 1W l + bl . (6)

Specifically, the l -th graph convolution layer conducts three

operations to project H l − 1 ∈ RN × D l − 1

(the output of the

(l − 1)-th layer or the node features X ) into H l ∈ RN × D l

,

where D l − 1 and D l are the output dimension of layer l − 1
and l , respectively.

• Similar as the fully connected layer, thegraph convolution

layer fi rst projects the input (H l − 1) into latent representa-

tions with W l ∈ RD l − 1 × D l

and bl ∈ RD l

.

• It then propagatesthe latent representations (H l − 1W l + bl )

through the normalizied adjacency matrix D − 1
2 A D − 1

2

with self-connections, where D = D + I and A = A + I
(I ∈ RN × N is an identity matrix). Here, the representation

of node i in H is the aggregation of latent representations

in (H l − 1W l + bl ) of nodes connected to i (including itself

due to the self-connection).

• Finally, a non-linear activation function σ (e.g., the sig-

moid, hyperbolic tangent, and rectifier functions) is ap-

plied to allow non-linearity.
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term) also encourage the smoothness of predictions over the

graph structure, GraphAT is believed to bea moreadvanced

regulation for two reasons: 1) the regularization performed

by GraphAT is dynamic since the adversarial examples are

adaptively generated according to the current parameters

and predictions of the model whereas the standard graph-

based regularizations are static; and 2) GraphAT to some

extent augments the training data, since the generated ad-

versarial examples have not occurred in the training data,

which is beneficial to model generalization.

Approximation. It is non-trivial to obtain the closed-

form solution of r
g
i . Inspired by the linear approximation

method proposed in [15] for standard adversarial training,

we also design a linear approximation method to calculate

the graph adversarial perturbations in GraphAT, of which

the formulation is:

r g
i ≈

g

g
, where g = ∇ x i

j ∈N i

D(f (x i , G|Θ̂), f (x j , G|Θ̂)),

(3)

where g is the gradient w.r.t. the input x i . For graph neural

network models, the gradient can be efficiently calculated

by one backpropagation. Note that Θ̂ is a constant set

denoting the current model parameters.

4.2 Virtual Graph Adversarial Training

Considering that node classification is a task of semi-

supervised learning by nature, we further devise an ex-

tended version of GraphAT, named GraphVAT which addi-

tionally smooths the distribution of predictions around each

clean example to further enhance the model robustness.

Inspired by the idea of virtual adversarial training [35],

we further add a virtual adversarial regularizer into the

training objective function and construct virtual adversarial

examples to attack the local smoothness of predictions.

Compared to standard AT which only considers labeled

clean examples, virtual adversarial training additionally en-

courages the model to make consistent predictions around

the unlabeled clean examples. The formulation of Graph-

VAT is:

min: ΓGV A T = Γ + α

N

i = 1

d(f (x i + r v
i , G|Θ), ỹ i )

virtual adversarial regularizer

+

β

N

i = 1 j ∈N i

d(f (x i + r
g
i , G|Θ), f (x j , G|Θ))

graph adversarial regularizer

,

max: r v
i = arg max

r i , r i ≤
d(f (x i + r i , G|Θ̂), ỹ i ), (4)

where r i denotes the virtual adversarial perturbation, the

direction that leads to the largest change on the model

prediction of x i . For labeled nodes and unlabeled nodes,

ỹ i denotes ground truth label and model prediction, respec-

tively. That is,

ỹ i =
ŷ i , i ≤ M (labeled node),

f (x i , G|Θ̂ ), M < i ≤ N (unlabeled node).

Note that GraphVAT can be seen as jointly playing two min-

imax games with three players, where the two maximum

players generate virtual adversarial examples and graph

adversarial examples, respectively. That is, in each iteration,

two types of perturbations and the associated adversarial

examples are generated to attack 1) the smoothness of pre-

diction around individual clean example; and 2) thesmooth-

ness of connected examples, respectively. By minimizing the

additional regularizers over these adversarial examples, the

learned model is encouraged to be more smooth and robust,

achieving good generalization.

Approximation. For labeled nodes, r i can be easily

evaluated via linear approximation [15], i.e., calculating the

gradient of d(f (x i , G|Θ̂ ), ỹ i ) w.r.t. x i . For unlabeled nodes,

such approximation is infeasible since the gradient will

always be zero. This is because d(f (x i , G|Θ̂ ), ỹ i ) achieves

the minimum value (0) at x i (note that ỹ i = f (x i , G|Θ̂ )
for unlabeled data). Realizing that the first-order gradi-

ent is always zero, we estimate r i from the second-order

Taylor approximation of d(f (x i + r i , G|Θ̂), ỹ i ). That is,

r v
i ≈ argmaxr i , r i ≤

1
2
r T

i H r i where H is the Hessian

matrix of d(f (x i + r i , G|Θ̂), ỹ i ). For the consideration of

efficiency, we calculate r v
i via the power iteration approxi-

mation [35]:

r v
i ≈

g

g
, where g = ∇ r i

d(f (x i + r i , G|Θ̂ , ỹ i )) |r i = ξd ,

(5)

where d is a random vector. Detailed derivation of the

method is referred to [35].

4.3 Graph Convolution Network

Inspired by the extraordinary representation ability, many

neural networks have been used as the predictive model

f (x i , G|Θ) [1], [7], [10], [11]. Under the transductive set-

ting, Graph Convolutional Network [7] is a state-of-the-art

model. Specifically, GCN stacks multiple graph convolution

layers, which is formulated:

H l = σ D − 1
2 A D − 1

2 H l− 1W l + bl . (6)

Specifically, the l-th graph convolution layer conducts three

operations to project H l− 1 ∈ RN × D l − 1

(the output of the

(l − 1)-th layer or the node features X ) into H l ∈ RN × D l

,

where D l− 1 and D l are the output dimension of layer l − 1
and l , respectively.

• Similar as the fully connected layer, thegraph convolution

layer first projects the input (H l− 1) into latent representa-

tions with W l ∈ RD l − 1 × D l

and bl ∈ RD l

.

• It then propagatesthe latent representations(H l− 1W l + bl )

through the normalizied adjacency matrix D − 1
2 A D − 1

2

with self-connections, where D = D + I and A = A + I
(I ∈ RN × N is an identity matrix). Here, therepresentation

of node i in H is the aggregation of latent representations

in (H l− 1W l + bl ) of nodes connected to i (including itself

due to the self-connection).

• Finally, a non-linear activation function σ (e.g., the sig-

moid, hyperbolic tangent, and rectifier functions) is ap-

plied to allow non-linearity.



Graph Cleaning

Sun, Lichao, et al. “Adversarial attack and defense on graph data: A survey.” IEEE Transactions on Knowledge and Data Engineering, 2022.

Graph 
Cleaning

SVD-GCN (Entezari et, al., 2020)

ProGNN (Jin et, al., 2020)

Jaccard-GCN (Wu et al., 2019)

GARNET (Deng et al., 2022)

Graph Cleaning aims to recover the clean graph topology from an adversarially 
manipulated graph using techniques such as pruning or low-rank approximation to 
mitigate the impact of malicious edges.
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Graph Cleaning aims to recover the clean graph topology from an adversarially 
manipulated graph using techniques such as pruning or low-rank approximation to 
mitigate the impact of malicious edges.
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SVD-GCN

N. Entezari, S. A. Al-Sayouri, A. Darvishzadeh, and E. E. Papalexakis. All you need is low (rank) defending against adversarial attacks on graphs. WSDM, 2020.
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Only high-rank (low-valued) singular components of the graph are affected. 



SVD-GCN

N. Entezari, S. A. Al-Sayouri, A. Darvishzadeh, and E. E. Papalexakis. All you need is low (rank) defending against adversarial attacks on graphs. WSDM, 2020.

Adjacency matrix:

Rank-𝒓 approximation of 𝑨:

Low-rank approximation could be not differentiable



ProGNN

W. Jin, Y. Ma, X. Liu, X. Tang, S. Wang, and J. Tang. Graph structure learning for robust graph neural networks. KDD, 2020. 

 The properties of real-world clean graphs:
 Low-rank

 Sparse

 The features of two adjacent nodes tend to similar

However, adversarial attacks are likely to violate these graph properties.

Singular Values Rank Growth Feature Smoothness



ProGNN

W. Jin, Y. Ma, X. Liu, X. Tang, S. Wang, and J. Tang. Graph structure learning for robust graph neural networks. KDD, 2020. 

Unnoticeble Sparse Low-rank Supervised Loss Feature smoothing



Jaccard-GCN

H. Wu, C. Wang, Y. Tyshetskiy, A. Docherty, K. Lu, and L. Zhu. Adversarial examples on graph data: Deep insights into attack and defense. arXiv preprint, 2019.

𝑀10 represents the number of features 
where node 𝑢 has a value of 1, while 

node 𝑣 has a value of 0.

The same applies for 𝑀11, 𝑀01, 𝑀00.

Jaccard Similarity:

Jaccard-GCN assigns lower weights to the edges connecting nodes sharing little feature similarity.  



GARNET

C. Deng, X. Li, Z. Feng, and Z. Zhang. Garnet: Reduced-rank topology learning for robust and scalable graph neural networks. LoG, 2022. 



GARNET

C. Deng, X. Li, Z. Feng, and Z. Zhang. Garnet: Reduced-rank topology learning for robust and scalable graph neural networks. LoG, 2022. 

 Probabilistic Graphical Models (PGM): to learn the precision matirx 𝚯 that corresponds to 
an undirected graph structure 𝒢 for encoding the conditional dependence between 

variables.
 This work focuses on the attractive Gaussian Markov random fields (GMRFs), which restricts the 

precision matrix to be a Laplacian-like matrix:

Θ = 𝐿 +
𝐼

𝜎2
, where 𝐿 = 𝐷 − 𝐴 → Θ𝑖𝑗 = −𝑤𝑖𝑗 (off diagonal)

 To estimate a sparse Θ through maximum likelihood estimation (MLE):

max
Θ

𝐹 ≔ log det Θ −
1

𝑟
𝑡𝑟 𝑉𝑉𝑇Θ − 𝛼 Θ 1

Where 𝑉 ∈ ℝ𝑛×𝑟 is the selected spectral embedding corresponding to 𝑟 largest singular values.

 Then the update of Θ𝑖𝑗 is:

Θ𝑖𝑗 ← Θ𝑖𝑗 + 𝜂
𝜕𝐹

𝜕Θ𝑖𝑗
= Θ𝑖𝑗 − 𝜂

𝜕𝐹

𝜕𝑤𝑖𝑗

 GARNET: 
𝜕𝐹

𝜕𝑤𝑖𝑗
large and positive → Θ𝑖𝑗 more negative → increase the edge weight of (𝑖, 𝑗)



Attention Mechanism

Sun, Lichao, et al. “Adversarial attack and defense on graph data: A survey.” IEEE Transactions on Knowledge and Data Engineering, 2022.

Attention

Mechanism

RGCN (Zhu et, al., 2019)

GNNGuard (Zhang et, al., 2020)

SoftMedian (Geisler et al., 2021)

Attention Mechanism seeks to adaptively learn an attention scheme by up-
weighting the important edges and down-weighting the suspicious ones.
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Attention Mechanism seeks to adaptively learn an attention scheme by up-
weighting the important edges and down-weighting the suspicious ones.

Figure2: A. Illustration of neural message passing in u’s local network neighborhood in the k-th layer of GNN
f . B. The message flow in f 0, which is the GNN f endowed by GNNGUARD defense. Wefirst calculate defense
coefficients ! k

u v based on node representations h k
u and h k

v . The defense coefficients are then used to control the
message stream such as blocking the message from v but strengthening messages from v0 and v00. Thick blue
arrow indicates the higher weights during message aggregation. To stabilize the evolution of graph structure,
current defense coefficients (e.g., ! k

u v ) keep apartial memory of the previous layer (e.g., ! k − 1
u v ).

heterophily graphs, it measures thesimilarity of nodes’ structural roles. Larger similarity sk
uv indicates

that edge euv is strongly supported by node features (or local topology) of the edge’s endpoints. We
normalize sk

uv at the node-level within u’s neighborhood Nu . The problem here is to specify what is
thesimilarity of the node to itself. Wenormalize node similarities as:

↵k
uv =

(
sk

uv /
P

v2 N ⇤
u

sk
uv ⇥ N̂ k

u / (N̂ k
u + 1) if u 6= v

1/ (N̂ k
u + 1) if u = v,

(4)

where N̂ k
u =

P
v2 N ⇤

u
||sk

uv ||0. Werefer to ↵k
uv asan importance weight representing thecontribution

of node v towards node u in the GNN’s passing of neural messages in poisoned graph G0. In
doing so, GNNGUA RD assigns small importance weights to suspicious neighbors, which reduce
the interference of suspicious nodes in GNN’s operation. Further, to alleviate the impact of fake
edges, we prune edges that are likely forged. Building on network homophily and findings [17] that
fakeedges tend to connect dissimilar nodes, we pruneedges using importance weights. For that, we
definea characteristic vector ck

uv = [↵k
uv ,↵k

vu ] describing edgeeuv . Although sk
uv = sk

vu , it is key to

note that ↵k
uv 6= ↵k

vu because of self-normalization in Eq. (4). GNNGUARD calculates edge pruning

probability for euv through a non-linear transformation as σ(ck
uv W ). Then, it maps the pruning

probability to abinary indicator 1P0
: σ(ck

uv W ) where P0 is a user-defined threshold:

1P0
(σ(ck

uv W )) =

⇢
0 if σ(ck

uv W ) < P0

1 otherwise.
(5)

Finally, we prune edges by updating importance weight ↵k
uv to ↵̂k

uv as follows:

↵̂k
uv = ↵k

uv 1P0
(σ(ck

uv W )), (6)

meaning that the perturbed edges connecting dissimilar nodes will likely be ignored by the GNN.

4.2 Layer-Wise Graph Memory

Neighbor importance estimation and edge pruning change the graph structure between adjacent GNN
layers. This can destabilize GNN training, especially if aconsiderable number of edges gets pruned
in asingle layer (e.g., due to the weight initialization). To allow for robust estimation of importance
weights and smooth evolution of edge pruning, we use layer-wise graph memory. This unit, applied
at each GNN layer, keeps partial memory of the pruned graph structure from the previous layer
(Figure 2). Wedefine layer-wise graph memory as follows:

! k
uv = β! k− 1

uv + (1− β)↵̂k
uv , (7)

where ! k
uv represents defense coefficient for edge euv in the k-th layer and β is a memory coefficient

specifying memory, i.e., the amount of information from the previous layer that should be kept in the
current layer. Memory coefficient β 2 [0, 1] isa learnable parameter and isset to β = 0 in thefirst
GNN layer, meaning that ! 0

uv = ↵̂0
uv . Using defense coefficients, GNNGUARD controls information

flow across all neural message passing layers. It strengthens messages from u’sneighborswith higher
defense coefficients and weakens messages from u’sneighbors with lower defense coefficients.

5

Original Graph Reweighted Graph



RGCN

D. Zhu, Z. Zhang, P. Cui, and W. Zhu. Robust graph convolutional networks against adversarial attacks. KDD, 2019.

 Gaussian-based Graph Convolution Layer:
 Instead of vectors, RGCN adopts Gaussian distributions as the hidden representations 

 Variance-based Attention Mechanism

 Large variance indicates more uncertainties → Down-weight large variance



RGCN

D. Zhu, Z. Zhang, P. Cui, and W. Zhu. Robust graph convolutional networks against adversarial attacks. KDD, 2019.

 Vanilla GCN:

 RGCN:

where:
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D. Zhu, Z. Zhang, P. Cui, and W. Zhu. Robust graph convolutional networks against adversarial attacks. KDD, 2019.



GNNGuard

X. Zhang and M. Zitnik. Gnnguard: Defending graph neural networks against adversarial attacks. NeurIPS, 2020. 

 GNNGuard assigns higher weights to edges connecting similar nodes while pruning 
edges between unrelated nodes. 

 Quantify similarity 𝑠𝑢𝑣
𝑘 between 𝑢 and 𝑣 in the 𝑘-th layer of GNN as:

 Normalized node similarities:

 Updated importance weight:

Figure2: A. Illustration of neural message passing in u’s local network neighborhood in the k-th layer of GNN
f . B. Themessage flow in f 0, which is theGNN f endowed by GNNGUARD defense. Wefirst calculate defense
coefficients ! k

u v based on node representations h k
u and h k

v . The defense coefficients are then used to control the
message stream such asblocking the message from v but strengthening messages from v0 and v00. Thick blue
arrow indicates the higher weights during message aggregation. To stabilize the evolution of graph structure,
current defense coefficients (e.g., ! k

u v ) keep apartial memory of the previous layer (e.g., ! k− 1
u v ).

heterophily graphs, it measuresthesimilarity of nodes’ structural roles. Larger similarity sk
uv indicates

that edge euv is strongly supported by node features (or local topology) of the edge’s endpoints. We
normalize sk

uv at the node-level within u’sneighborhood Nu . Theproblem here is to specify what is
the similarity of the node to itself. Wenormalize node similarities as:
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uv /
P

v2 N ⇤
u

sk
uv ⇥ N̂ k

u / (N̂ k
u + 1) if u 6= v

1/ (N̂ k
u + 1) if u = v,

(4)

where N̂ k
u =
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u
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uv ||0. Werefer to ↵k
uv asan importance weight representing thecontribution

of node v towards node u in the GNN’s passing of neural messages in poisoned graph G0. In
doing so, GNNGUARD assigns small importance weights to suspicious neighbors, which reduce
the interference of suspicious nodes in GNN’s operation. Further, to alleviate the impact of fake
edges, weprune edges that are likely forged. Building on network homophily and findings [17] that
fakeedges tend to connect dissimilar nodes, weprune edges using importance weights. For that, we
define acharacteristic vector ck

uv = [↵k
uv ,↵k

vu ] describing edgeeuv . Although sk
uv = sk

vu , it iskey to

note that ↵k
uv 6= ↵k

vu because of self-normalization in Eq. (4). GNNGUARD calculates edge pruning

probability for euv through a non-linear transformation as σ(ck
uv W ). Then, it maps the pruning

probability to abinary indicator 1P0
: σ(ck

uv W ) where P0 is auser-defined threshold:

1P0
(σ(ck

uv W )) =

⇢
0 if σ(ck

uv W ) < P0

1 otherwise.
(5)

Finally, weprune edges by updating importance weight ↵k
uv to ↵̂k

uv as follows:

↵̂k
uv = ↵k

uv 1P0
(σ(ck

uv W )), (6)

meaning that the perturbed edges connecting dissimilar nodes will likely be ignored by the GNN.

4.2 Layer-Wise Graph Memory

Neighbor importance estimation and edgepruning change thegraph structure between adjacent GNN
layers. This can destabilize GNN training, especially if aconsiderable number of edges gets pruned
in asingle layer (e.g., due to theweight initialization). To allow for robust estimation of importance
weights and smooth evolution of edge pruning, weuse layer-wise graph memory. This unit, applied
at each GNN layer, keeps partial memory of the pruned graph structure from the previous layer
(Figure 2). Wedefine layer-wise graph memory as follows:

! k
uv = β! k− 1

uv + (1− β)↵̂k
uv , (7)

where ! k
uv represents defense coefficient for edgeeuv in the k-th layer and β isamemory coefficient

specifying memory, i.e., the amount of information from the previous layer that should be kept in the
current layer. Memory coefficient β 2 [0, 1] isa learnable parameter and isset to β = 0 in thefirst
GNN layer, meaning that ! 0

uv = ↵̂0
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flow across all neural messagepassing layers. It strengthens messages from u’sneighborswith higher
defense coefficients and weakens messages from u’sneighbors with lower defense coefficients.
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uv indicates

that edgeeuv isstrongly supported by node features (or local topology) of theedge’sendpoints. We
normalize sk

uv at thenode-level within u’sneighborhood Nu . Theproblem here is to specify what is
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where N̂ k
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uv ||0. Werefer to↵k
uv asan importanceweight representing thecontribution

of node v towards node u in the GNN’s passing of neural messages in poisoned graph G0. In
doing so, GNNGUARD assigns small importance weights to suspicious neighbors, which reduce
the interference of suspicious nodes in GNN’soperation. Further, to alleviate the impact of fake
edges, wepruneedges that are likely forged. Building on network homophily and findings [17] that
fakeedges tend to connect dissimilar nodes, wepruneedgesusing importance weights. For that, we
defineacharacteristic vector ck

uv = [↵k
uv ,↵k

vu ] describing edgeeuv . Although sk
uv = sk

vu , it iskey to

note that ↵k
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probability for euv through a non-linear transformation asσ(ck
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uv to ↵̂k

uv as follows:

↵̂k
uv = ↵k

uv1P0
(σ(ck

uvW )), (6)

meaning that theperturbed edges connecting dissimilar nodeswill likely be ignored by theGNN.

4.2 Layer-WiseGraph Memory

Neighbor importanceestimation and edgepruning change thegraph structurebetween adjacent GNN
layers. Thiscan destabilize GNN training, especially if aconsiderable number of edgesgetspruned
in asingle layer (e.g., dueto theweight initialization). To allow for robust estimation of importance
weights and smooth evolution of edgepruning, weuse layer-wisegraph memory. Thisunit, applied
at each GNN layer, keeps partial memory of the pruned graph structure from the previous layer
(Figure2). Wedefine layer-wisegraph memory as follows:

! k
uv = β! k− 1

uv + (1− β)↵̂k
uv , (7)

where ! k
uv represents defense coefficient for edgeeuv in thek-th layer and β isamemory coefficient

specifying memory, i.e., theamount of information from theprevious layer that should bekept in the
current layer. Memory coefficient β 2 [0, 1] isa learnableparameter and isset toβ = 0 in thefirst
GNN layer, meaning that ! 0

uv = ↵̂0
uv . Using defense coefficients, GNNGUARD controls information

flow acrossall neural messagepassing layers. It strengthensmessages from u’sneighborswith higher
defensecoefficients and weakensmessages from u’sneighbors with lower defense coefficients.
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X. Zhang and M. Zitnik. Gnnguard: Defending graph neural networks against adversarial attacks. NeurIPS, 2020. 

Vanilla GNN GNNGuard
Figure2: A. Illustration of neural message passing in u’s local network neighborhood in the k-th layer of GNN
f . B. The message flow in f 0, which is the GNN f endowed by GNNGUARD defense. We first calculate defense
coefficients ! k

u v based on node representations h k
u and h k

v . The defense coefficients are then used to control the
message stream such as blocking the message from v but strengthening messages from v0 and v00. Thick blue
arrow indicates the higher weights during message aggregation. To stabilize the evolution of graph structure,
current defense coefficients (e.g., ! k

u v ) keep apartial memory of the previous layer (e.g., ! k − 1
u v ).

heterophily graphs, it measures thesimilarity of nodes’ structural roles. Larger similarity sk
uv indicates

that edge euv is strongly supported by node features (or local topology) of the edge’s endpoints. We
normalize sk

uv at the node-level within u’s neighborhood Nu . The problem here is to specify what is
the similarity of the node to itself. We normalize node similarities as:

↵k
uv =

(
sk

uv /
P

v2 N ⇤
u

sk
uv ⇥ N̂ k

u / (N̂ k
u + 1) if u 6= v

1/ (N̂ k
u + 1) if u = v,

(4)

where N̂ k
u =

P
v2 N ⇤

u
||sk

uv ||0. Werefer to ↵k
uv asan importance weight representing thecontribution

of node v towards node u in the GNN’s passing of neural messages in poisoned graph G0. In
doing so, GNNGUARD assigns small importance weights to suspicious neighbors, which reduce
the interference of suspicious nodes in GNN’s operation. Further, to alleviate the impact of fake
edges, we prune edges that are likely forged. Building on network homophily and findings [17] that
fakeedges tend to connect dissimilar nodes, weprune edges using importance weights. For that, we
define acharacteristic vector ck

uv = [↵k
uv ,↵k

vu ] describing edge euv . Although sk
uv = sk

vu , it is key to

note that ↵k
uv 6= ↵k

vu because of self-normalization in Eq. (4). GNNGUARD calculates edge pruning

probability for euv through a non-linear transformation as σ(ck
uv W ). Then, it maps the pruning

probability to abinary indicator 1P0
: σ(ck

uv W ) where P0 is auser-defined threshold:

1P0
(σ(ck

uv W )) =

⇢
0 if σ(ck

uv W ) < P0

1 otherwise.
(5)

Finally, we prune edges by updating importance weight ↵k
uv to ↵̂k

uv as follows:

↵̂k
uv = ↵k

uv 1P0
(σ(ck

uv W )), (6)

meaning that the perturbed edges connecting dissimilar nodes will likely be ignored by the GNN.

4.2 Layer-Wise Graph Memory

Neighbor importance estimation and edge pruning change the graph structure between adjacent GNN
layers. This can destabilize GNN training, especially if a considerable number of edges gets pruned
in asingle layer (e.g., due to the weight initialization). To allow for robust estimation of importance
weights and smooth evolution of edge pruning, we use layer-wise graph memory. This unit, applied
at each GNN layer, keeps partial memory of the pruned graph structure from the previous layer
(Figure 2). We define layer-wise graph memory as follows:

! k
uv = β! k− 1

uv + (1− β)↵̂k
uv , (7)

where ! k
uv represents defense coefficient for edge euv in the k-th layer and β is a memory coefficient

specifying memory, i.e., the amount of information from the previous layer that should be kept in the
current layer. Memory coefficient β 2 [0, 1] isa learnable parameter and is set to β = 0 in the first
GNN layer, meaning that ! 0

uv = ↵̂0
uv . Using defense coefficients, GNNGUARD controls information

flow across all neural message passing layers. It strengthens messages from u’sneighborswith higher
defense coefficients and weakens messages from u’s neighbors with lower defense coefficients.
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SoftMedian

S. Geisler, T. Schmidt, H. S¸ irin, D. Z¨ugner, A. Bojchevski, and S. G¨unnemann. Robustness of graph neural networks at scale. NeurIPS, 2021.

 Soft Median:

 Vanilla Message Passing: mean or sum → not robust

training but we leave it for future work due to theoverhead during training. Instead, webuild the
observation of Geisler et al. [18] that common aggregations (e.g. sum or mean) in Eq. 5 areknown to

benon-robust. They proposeadifferentiable robust aggregation for AGG( l ) and call it Soft Medoid.
It isacontinuousrelaxation of theMedoid and requires therow/column sum over thedistancematrix
of theembedding of thenodes in theneighborhood. Hencethisoperation hasaquadratic complexity
w.r.t. theneighborhood sizeand comeswith asizablememory overhead during training and inference.

Soft Median. Intuitively, theSoft Median isaweighted mean where theweight for each instance is
determined based on thedistance to thedimension-wise median x̄ . Thisway, instances far from the
dimension-wise median arefiltered out. Wedefine theSoft Median as

µSoftMedian(X ) = softmax (− c/ T
p

d)
>

X = s> X ⇡ argminx 02 X kx̄ − x 0k, (6)

with the distances cv = kx̄ − X v,:k and number of dimensions d. We use X as well as X inter-
changeably. For a single dimension, this closely resembles the soft sorting operator as proposed
in [31] for thecentral element and can beunderstood asasoft version of themedian. To apply it to
multivariate inputs, werely on thedimension-wise median which can becomputed efficiently for
practical choicesof d. In contrast to theSoft Medoid, wedo not require thedistances between all
input instanceswhich makestheSoft Median much moreefficient. Assuming d issufficiently small,
theSoft Median scales linearly with thenumber of inputs |N0(v)|.

The temperature. Thetemperatureparameter T controls thesteepnessof theweight distribution s
between theneighbors. In theextremecaseasT ! 0 werecover the instancewhich isclosest to the
dimension-wise Median (i.e. argminx 02 X kx̄ − x 0k). In theother extremecaseT ! 1 , theSoft
Median isequivalent to thesamplemean. Weobserveasimilar empirical behavior asGeisler et al.
[18] and wedecideon atemperature value in our experiments by grid search.

Breakdown point. For any finite T, our proposed Soft Median has the best possible breakdown
point of 0.5 aswe state formally in Theorem 1 (for proof see § D.1). Note that despite the lower
complexity compared to Soft Medoid, wemaintain thesamebreakdown point:

Theorem 1 Let X = { x1, . . . , xn } be a collection of points in Rd with finite coordinates and
temperature T 2 [0, 1 ). Then the Soft Median location estimator (Eq. 6) has the finite sample
breakdown point of ✏⇤(µSoft Median, X ) = 1/ nb(n+ 1)/ 2c (asympt. limn ! 1 ✏⇤(µSoftMedian, X ) = 0.5).
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Figure4: Empirical biasB (✏) for thesecond layer
of aGCN with GDC preproc. [25] network under
PGD attack with L2 distance. WeuseT = 0.2 and
arelativebudget of ✏= 0.25.

Wedefine theweighted Soft Median as

µWSM(X , a) = C (s ◦ a)> X (7)

wheres is thesoftmax weight of Eq. 6 obtained
using theweighted dimension-wiseMedian, C
normalizess.t.

P
s ◦ a =

P
a, ◦ istheelement-

wise multiplication, and a the edges weights.
Similarly to [18], werecover themessagepass-
ing operation of aGCN [24] for T ! 1 .

Empirical robustness. Theoptimal breakdown
point only assesses worst-case perturbations.
Therefore, in Fig. 4, weanalyze theL2 distance
in thelatent spaceafter thefirst messagepassing
operation for a clean vs. perturbed graph.
Empirically the Soft Median has a 20% lower
error than theweighted sum of aGCN (wecall
it sum sincetheweightsdo not sum up to 1). WhileheretheSoft Medoid seemsto bemorerobust,
this isnot consistent with theadversarial accuracy values in § 5. Interestingly, theSoft Median can
outperform itshard equivalent in termsof thefinite error asweshow in § D.3.

Limitations. Our Soft Median hasthebest possiblebreakdown point which isa(well-established)
indicator for robustnessbut doesnot proveadversarial robustness. As for most defenses, ourscan
provideafalsesenseof robustness. If possible, useattacks and certification techniques to verify the
application-specific efficacy. Similar to theSoft Medoid in [18, 32], weshow that theSoft Median
can improve thecertified robustness in § D.4. Naturally, our Soft Median also comeswith higher
cost than e.g. anaïvesummation despitehaving thesameasymptotic complexity. Nevertheless, the
overhead seemsto bereasonable asweshow in our experiments and in combination with PPRGo
onecan mitigate theslightly higher memory requirements with smaller batch size.
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wheres is thesoftmax weight of Eq. 6 obtained
using theweighted dimension-wiseMedian, C
normalizess.t.
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P
a, ◦ is theelement-

wise multiplication, and a the edges weights.
Similarly to [18], werecover themessage pass-
ing operation of aGCN [24] for T ! 1 .

Empirical robustness. Theoptimal breakdown
point only assesses worst-case perturbations.
Therefore, in Fig. 4, weanalyze theL2 distance
in thelatent spaceafter thefirst messagepassing
operation for a clean vs. perturbed graph.
Empirically the Soft Median has a 20% lower
error than theweighted sum of aGCN (wecall
it sum sincetheweightsdo not sum up to 1). Whilehere theSoft Medoid seemsto bemore robust,
this isnot consistent with theadversarial accuracy values in § 5. Interestingly, theSoft Median can
outperform itshard equivalent in termsof thefinite error asweshow in § D.3.

Limitations. Our Soft Median hasthebest possiblebreakdown point which isa(well-established)
indicator for robustnessbut doesnot proveadversarial robustness. As for most defenses, ourscan
provideafalsesenseof robustness. If possible, useattacks and certification techniques to verify the
application-specific efficacy. Similar to theSoft Medoid in [18, 32], weshow that theSoft Median
can improve thecertified robustness in § D.4. Naturally, our Soft Median also comes with higher
cost than e.g. anaïvesummation despitehaving thesameasymptotic complexity. Nevertheless, the
overhead seemsto bereasonable asweshow in our experiments and in combination with PPRGo
onecan mitigate theslightly higher memory requirements with smaller batch size.
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 Distance:
 Temperature 𝑇:

o 𝑇 → 0: recover dimension-wise Median

o 𝑇 → ∞: equivalent to sample mean
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Optimization-induced Architectures

Sun, Lichao, et al. “Adversarial attack and defense on graph data: A survey.” IEEE Transactions on Knowledge and Data Engineering, 2022.

Optimization-
induced 

Architectures

TWIRLS (Yang et, al., 2021)

ElasticGNN (Liu et, al., 2021)

RUNG (Hou et al., 2024)

Optimization-induced Architectures refers to a series of GNNs that are unrolled 
from optimization algorithms designed to solve specific graph smoothing estimators.



Optimization-induced Architecture

Sun, Lichao, et al. “Adversarial attack and defense on graph data: A survey.” IEEE Transactions on Knowledge and Data Engineering, 2022.

Optimization-induced Architectures refers to a series of GNNs that are unrolled from 

optimization algorithms designed to solve specific graph smoothing estimators.

E.g., Attention Layer
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ElasticGNN

X. Liu, W. Jin, Y. Ma, Y. Li, H. Liu, Y. Wang, M. Yan, and J. Tang. Elastic graph neural networks. ICML, 2021.

 Popular GNNs such as GCN, GAT, PPNP, and APPNP → ℓ𝟐-based graph smoothing  



ElasticGNN

X. Liu, W. Jin, Y. Ma, Y. Li, H. Liu, Y. Wang, M. Yan, and J. Tang. Elastic graph neural networks. ICML, 2021.

 Popular GNNs such as GCN, GAT, PPNP, and APPNP → ℓ𝟐-based graph smoothing  

 ℓ2-based graph smoothing:

o Quadratic penalty on large feature difference → more sensitive to malicious edge 

 ℓ1-based graph smoothing:

o Linear penalty on large feature difference → less sensitive to malicious edge 



ElasticGNN

X. Liu, W. Jin, Y. Ma, Y. Li, H. Liu, Y. Wang, M. Yan, and J. Tang. Elastic graph neural networks. ICML, 2021.

 Elastic Graph Signal Estimator:

 Elastic Message Passing:

• Non-smoothness objective → equivalent saddle point problem & primal-dual algorithm.



RUNG

Z. Hou, R. Feng, T. Derr, and X. Liu. Robust graph neural networks via unbiased aggregation,  NeurIPS, 2024.

 Robustness Analysis of Existing Methods:

To unravel the aligned robustness and performance degradation of SoftMedian, TWIRLS, and37

ElasticGNN, we delve into their theoretical understanding and unveil their inherent connections and38

limitations in the underlying principles. Specifically, their improved robustness can be understood39

from a unified view of `1-based robust graph smoothing. Moreover, we unearth the problematic40

estimation bias of `1-based graph smoothing that allows the adversarial impact to accumulate as41

the attack budget escalates, which provides a plausible explanation of their declining robustness.42

Motivated by these understandings, we propose a robust and unbiased graph signal estimator to43

reduce the estimation bias in GNNs. We design an efficient Quasi-Newton IRLS algorithm that44

unrolls as robust unbiased aggregation layers to safeguard GNNs against adversarial attacks. Our45

contributions can be summarized as follows:46

• We provide a unified view of `1-based robust graph signal smoothing to justify the improved and47

closely aligned robustness of representative robust GNNs. Moreover, we reveal their estimation48

bias, which explains their severe performance degradation as the attack budgets increase.49

• We propose a robust and unbiased graph signal estimator to mitigate the estimation bias in `1-50

based graph signal smoothing and design an efficient Quasi-Newton IRLS algorithm to solve the51

non-smooth and non-convex estimation problem with theoretical guarantees.52

• The proposed algorithm can be readily unfolded as feature aggregation building blocks in GNNs,53

which not only provides clear interpretability but also covers many classic GNNs as special cases.54

• Comprehensive experiments demonstrate that our proposed GNN significantly improves the55

robustness while maintaining clean accuracy. Wealso provide comprehensive ablation studies to56

validate its working mechanism.57

2 Estimation Bias Analysis of Robust GNNs58

In Section 2.1, weconduct apreliminary study to evaluate the robustness of several representative59

robust GNNs. In Section 2.2, we establish a unified view as `1-based models to uncover the inherent60

connections of three well-performing GNNs, including SoftMedian, TWIRLS and ElasticGNN. In61

Section 2.3, we leverage the bias of `1-based estimation to explain the catastrophic performance62

degradation in the preliminary experiments.63

Notation. Let G = { V, E} be a graph with node set V = { v1, . . . , vn } and edge set E =64

{ e1, . . . , em } . The adjacency matrix of G is denoted as A 2 { 0, 1} n⇥n and the graph Lapla-65

cian matrix isL = D − A . D = diag(d1, . . . , dn ) is the degree matrix where di = |N (i )| and N (i )66

is theneighborhood set of vi . Thenodefeaturematrix isdenoted asF = [f 1, . . . , f n ]> 2 Rn⇥d, and67

f (0) (F (0) ) denotes thenode feature vector (matrix) before graph smoothing in decoupled GNN mod-68

els. Let ∆ 2 {− 1, 0, 1} m⇥n be the incidence matrix whose l-th row denotes the l -th edge el = (i , j )69

such that ∆ l i = − 1, ∆ l j = 1, ∆ l k = 0 8k /2 { i , j } . ∆̃ is its normalized version : ∆̃ l j = ∆ l j /
p

dj .70

For a vector x 2 Rd, we use `1 norm to denote either kx k1 =
P

i |x i | or kx k2 =
p P

i x 2
i . Note71

that we use `2 norm to denote kx k2
2 =

P
i x 2

i .72

2.1 Robustness Analysis73

Figure 1: Robustness Analysis.

To test the robustness of existing GNNs without74

the false sense of security, weperform aprelimi-75

nary evaluation of existing robust GNNs against76

adaptive attacks. We choose various baselines77

including theundefended MLP, GCN [16], some78

of the most representative defenses in [5], and79

two additional robust models TWIRLS [14] and80

ElasticGNN [15]. We execute adaptive local81

evasion topological attacks and test the node82

classification accuracy on theCoraML and Cite-83

seer datasets. The detailed settings follow Sec-84

tion 4.1. From Figure 1, it can be observed that:85

2

 All defenses encounter a catastrophic performance degradation as the attack budget scales up.

 SoftMedian, TWIRLS, and ElasticGNN exhibit notable and closely aligned improvements.
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Z. Hou, R. Feng, T. Derr, and X. Liu. Robust graph neural networks via unbiased aggregation,  NeurIPS, 2024.

 Unified View of Robust Estimation

 SoftMedian, TWIRLS, and ElasticGNN are ℓ1-graph smoothing:   
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Z. Hou, R. Feng, T. Derr, and X. Liu. Robust graph neural networks via unbiased aggregation,  NeurIPS, 2024.

 Unbiased Graph Signal Estimator (RUGE):

 Alternative Objective - Localized Upper Bound:

arg min
F

H (F ) =
X

( i , j ) 2 E

⇢γ (
f i

p
di

−
f j
p

dj
2

) + λ
X

i 2 V

kf i − f
( 0)

i k
2
2 , (3)

where⇢γ (y) denotes the function that penalizes the feature differences on edges by MCP:166

⇢γ (y) =

(
y − y2

2γ
if y < γ

γ
2

if y ≥ γ
. (4)

Figure 3: Penalties.

As shown in Figure 3, MCP closely approximates the `1 norm when167

y is small since the quadratic term y2

2γ
is negligible, and it becomes168

a constant value when y is large. This transition can be adjusted169

by the thresholding parameter γ. When γ approaches infinity, the170

penalty ⇢γ (y) reduces to the `1 norm. Conversely, when γ is very171

small, the “valley” of ⇢γ near zero isexceptionally sharp, so⇢γ (y)172

approaches the `0 norm and becomes a constant for a slightly larger173

y. This enables RUGE to suppress smoothing on edges whose node174

differences exceeding the threshold γ. This not only mitigates the175

estimation bias against outliers but also maintains the estimation176

accuracy in the absence of outliers. The simulation in Figure 2177

verifies that our proposed estimator (⌘(x ) := ⇢γ (kx k2)) can recover178

the true mean despite the increasing outlier ratio when the outlier179

ratio is below the theoretical optimal breakdown point.180

3.2 Quasi-Newton IRLS181

Despitetheadvantagesdiscussed above, theproposed RUGE in Eq. (3) isnon-smooth and non-convex,182

which results in challenges for deriving efficient numerical solutions that can be readily unfolded183

asneural network layers. In the literature, researchers havedeveloped optimization algorithms for184

MCP-related problems, such as the Alternating Direction Multiplier Method (ADMM) and Newton-185

type algorithms [24, 25, 26]. However, due to their excessive computation and memory requirements186

as well as the incompatibility with back-propagation training, these algorithms are not well-suited187

for theconstruction of feature aggregation layers in GNNs. To solve these challenges, wepropose188

an efficient Quasi-Newton Iteratively Reweighted Least Squares algorithm (QN-IRLS) to solve the189

estimation problem in Eq. (3).190

IRLS. Before stepping into our QN-IRLS, wefirst introduce the main idea of iteratively reweighted191

least squares (IRLS) [27] and analyze its weakness in convergence. IRLS aims to circumvent the192

non-smooth H (F ) in Eq. (3) by computing its quadratic upper bound Ĥ based on F (k ) in each193

iteration k and optimizing Ĥ (F ):194

Ĥ (F ) =
X

( i , j ) 2 E

W
( k )
i j

f i
p

di

−
f j

p
dj

2

2

+ λ
X

i 2 V

kf i − f
( 0)
i k

2
2 , (5)

where W
(k )
i j = 1i 6= j

d⇢γ (y i j )

dy2
i j y i j = y

( k )

i j

1 , where y
(k )
i j = f

(k )
i /

p
di − f

(k )
j /

p
dj 2

and ⇢γ (·) is the195

MCP function. For thedetailed proof of the upper bound, please refer to Lemma 1 in Appendix B.196

Then, each iterativestep of IRLS can be formulated as the first-order gradient descent for Ĥ (F ):197

F
( k + 1)

= F
( k )
− ⌘r Ĥ (F

( k )
) = F

( k )
− ⌘
⇣

(Q̂
( k )
− 2W

( k )
Ã )F

( k )
− 2λF

( 0)
⌘

, (6)

where⌘isthestep size, Q̂ (k ) = 2(diag(q(k ) )+ λ I ), and q
(k )
m =

P
j W

(k )
m j A m j / dm . Itsconvergence198

condition is given in Theorem 1, with aproof in Appendix B.199

Theorem 1. If F (k ) follows the update rule in Eq. (6) where⇢definingW satisfies that
d⇢(y )

dy 2 is200

non-decreasing 8y 2 (0, 1 ), then a sufficient condition for H (F (k + 1) ) H (F (k ) ) is that thestep201

size⌘satisfies 0 < ⌘ kdiag(q(k ) ) − W (k ) Ã + λ I k− 1
2 .202

1W i j is defined as
d⇢( y )

dy 2 y = y
( k )
i j

so that the quadratic upper bound Ĥ is tight at F ( k ) according to Lemma 3.

The diagonal terms of W are set to zero to avoid undefined derivativeof
d⇢( y )

dy 2 y = 0
asdiscussed in Remark 2.
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and the numerical solution requires expensive computation for large graphs. Therefore, we pro-212

pose a novel Quasi-Newton IRLS algorithm (QN-IRLS) that approximates the Hessian matrix213
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r 2Ĥ (F (k ) ) = 2(diag(q(k ) ) − W (k ) Ã + λI ) by thediagonal matrix Q̂(k ) = 2(diag(q(k ) ) + λI )214

such that the inverse is trivial. Theproposed QN-IRLS worksas follows:215

F
( k + 1)

= F
(k )
− Q̂

(k ) − 1
r Ĥ (F
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theoptimization landscape, q(k ) and W (k ) aredefined as in Eq. (5) and (6). In thisway, QN-IRLS217

provides faster convergencewithout needing to select astepsize. Theconvergence isguaranteed by218

Theorem 2 with theproof in Appendix B.219

Theorem 2. If F (k+ 1) follows update rule in Eq. (7), where⇢satisfies that
d⇢(y )

dy2 isnon-decreasing220

8y 2 (0, 1 ), it isguaranteed that H (F (k+ 1) ) H (F (k ) ).221

3.3 GNN with Robust Unbiased Aggregation222

Figure 4:
d⇢(y)

dy2 .

Theproposed QN-IRLSprovidesan efficient algorithm to optimize223

theRUGE in Eq. (3) with atheoretical convergenceguarantee. In-224

stantiated with ⇢= ⇢γ , each iteration in QN-IRLS in Eq. (7) can225

be used as one layer in GNNs, which yields the Robust Unbiased226

Aggregation (RUNG):227

F
( k + 1)

= (diag(q
(k )

) + λ I )
− 1
⇣

(W
(k )

Ã )F
( k )

+ λF
(0)
⌘

, (8)

where q
(k )
m =

P
j W

(k )
m j A m j / dm as in Eq. (6) , W

(k )
i j =228

1i 6= j max(0, 1

y
( k )

i j

− 1
γ

) and y
(k )
i j =

f
( k )

ip
di
−

f
( k )

jp
dj 2

.229

Interpretability. Theproposed RUNG can be interpreted intuitively230

with edgereweighting. In Eq. (8), thenormalized adjacency matrix231

Ã is reweighted by W (k ) , whereW
(k )
i j =

d⇢(y )

dy2 |
y= y

( k )

i j

. It isshown in Figure 4 that W i j becomes232

zero for any edgeek = (i , j ) with anodedifference y
(k )
i j ≥ γ, thuspruning suspicious edges. This233

implies RUNG’sstrong robustness under large-budget adversarial attacks. With the inclusion of the234

skip connection F (0) , diag(q(k ) ) + λI can beseen asanormalizer of the layer output.235

Relations with Existing GNNs. RUNG can adopt different ⇢that Theorem 2 allows, thus covering236

many classic GNNs as special cases. When ⇢(y) = y2, RUNG in Eq. (8) exactly reduces to237

APPNP [28] (F (k+ 1) = 1
1+ λ

Ã F (k ) + λ
1+ λ

F (0) ) and GCN (F (k+ 1) = Ã F (k ) ) if chosing λ = 0.238

When⇢(y) = y, theobjectiveof RUGE isequivalent to ElasticGNN with p = 2, which isanalogous239

to SoftMedian and TWIRLSdue to their inherent connections as `1-based graph smoothing.240

Complexity analysis. RUNGisscalablewith timecomplexity of O(k(m+ n)d) andspacecomplexity241

O(m + nd), wherem is thenumber of edges, d is thenumber of features, n is thenumber of nodes,242

and k is thenumber of GNN layers. Therefore, thecomplexity of our RUNG iscomparable to normal243

GCN (with a constant difference) and it is feasible to implement. The detailed discussions about244

computation efficiency can be found in Appendix C.245

2A related work [14] adopts IRLS algorithm to optimize the problem in Eq. (1). A preconditioned version is

proposed to handletheunnormalized graph Laplacian, but itsstep sizeneedsto satisfy⌘ k∆ > Γ ( k ) ∆ + λ I k− 1
2

asshown in Lemma3.3 of [14], which isexpensive to estimate.
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 Simulation Experiment Visualization

Figure 2: Different mean estimators in the presence of outliers. `2-estimator deviates far from the
true mean, while the `1-based estimator is more resistant to outliers. However, as the ratio of outliers
escalates, the `1-based estimator encounters a greater shift from the true mean, but our estimator still
maintains aposition close to the ground truth.

Bias of `1-based Estimation. In the literature of high-dimensional statistics, it has been well132

understood that the `1 regularization will induce an estimation bias. In the context of denoising [21]133

or variable selection [22], small coefficientsβ are undesirable. To exclude small β in theestimation,134

asoft-thresholding operator can bederived asSλ (β) = sign(β) max(|β| − λ , 0). As aresult, largeβ135

arealso shrunk by a constant, so the `1 estimation is biased towards zero.136

A similar bias effect also occurs in graph signal estimation in the presence of adversarial attacks.137

For example, in TWIRLS (Eq. (1)), after the graph aggregation ˜f
(k + 1)
i =

P
j 2 N ( i ) wi j

˜f
(k )
j where138

wi j = kf̃ i − ˜f j k− 1
2 , the edge difference ˜f i − ˜f j will shrink towards zero. Consequently, every139

adversarial edge the attacker adds will induce a bias that can be accumulated and amplified when the140

attack budget scales up.141

Numer ical Simulation. To provide amore intuitive illustration of the estimation bias of `1-based142

models, we simulate a mean estimation problem on synthetic data since most message passing143

schemes in GNNs essentially estimate the mean of neighboring node features. The results in Figure 2144

shows that `1-based estimator is more resistant than `2-based estimator. However, as the ratio of145

outliers escalates, the `1-based estimator encounters a greater shift from the true mean due to the146

accumulated bias caused by outliers. This observation explains why `1-based graph smoothing147

models suffer from catastrophic degradation under large attack budgets. The detailed simulation148

settings and results are available in Appendix A.149

3 Robust GNNs with Unbiased Aggregation150

In thissection, wefirst design arobust unbiased estimator to reduce thebias in graph signal estimation151

in Section 3.1 and propose an efficient second-order IRLS algorithm to compute the robust estimator152

with theoretical convergence guarantees in Section 3.2. Finally, we unroll the proposed algorithm as153

the robust unbiased feature aggregation layers in GNNs in Section 3.3.154

3.1 Robust and Unbiased Graph Signal Estimator155

Our study and analysis in Section 2 haveshown that while `1-based methods outperform `2-based156

methods in robustness, they still suffer from the accumulated estimation bias, leading to severe157

performance degradation under largeperturbation budgets. This motivates us to design a robust and158

unbiased graph signal estimator that derives unbiased robust aggregation for GNNs with stronger159

resilience to attacks.160

Theoretically, the estimation bias in Lasso regression has been discovered and analyzed in high-161

dimensional statistics [23]. Statisticians have proposed adaptive Lasso [23] and many non-convex162

penalties such as Smoothly Clipped Absolute Deviation (SCAD) [24] and Minimax Concave Penalty163

(MCP) [25] to alleviate this bias. Motivated by these advancements, we propose a Robust and164

Unbiased Graph signal Estimator (RUGE) as follows:165
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Table 2: Adaptiveglobal attack on Cora ML. The best and second are marked.

Model 0% (Clean) 5% 10% 20% 30% 40%

MLP 65.0 ± 1.0 65.0 ± 1.0 65.0 ± 1.0 65.0 ± 1.0 65.0 ± 1.0 65.0 ± 1.0
GCN 85.0 ± 0.4 75.3 ± 0.5 69.6 ± 0.5 60.9 ± 0.7 54.2 ± 0.6 48.4 ± 0.5
APPNP 86.3 ± 0.4 75.8 ± 0.5 69.7 ± 0.7 60.3 ± 0.9 53.8 ± 1.2 49.0 ± 1.6
GAT 83.5 ± 0.5 75.8 ± 0.8 71.2 ± 1.2 65.0 ± 0.9 60.5 ± 0.9 56.7 ± 0.9

GNNGuard 83.1 ± 0.7 74.6 ± 0.7 70.2 ± 1.0 63.1 ± 1.1 57.5 ± 1.6 51.0 ± 1.2
RGCN 85.7 ± 0.4 75.0 ± 0.8 69.1 ± 0.4 59.8 ± 0.7 52.8 ± 0.7 46.1 ± 0.7
GRAND 86.1 ± 0.7 76.2 ± 0.8 70.7 ± 0.7 61.6 ± 0.7 56.7 ± 0.8 51.9 ± 0.9
ProGNN 85.6 ± 0.5 76.5 ± 0.7 71.0 ± 0.5 63.0 ± 0.7 56.8 ± 0.7 51.3 ± 0.6
Jaccard-GCN 83.7 ± 0.7 73.9 ± 0.5 68.3 ± 0.7 60.0 ± 1.1 54.0 ± 1.7 49.1 ± 2.4
GARNET 84.0 ± 0.5 76.5 ± 0.4 72.1 ± 0.1 66.4 ± 0.7 62.1 ± 1.3 58.7 ± 1.5
HANG 84.5 ± 0.2 75.7 ± 0.6 74.2 ± 0.3 69.5 ± 0.4 64.7 ± 0.9 58.4 ± 0.1
NoisyGNN 83.9 ± 0.5 76.7 ± 0.1 72.1 ± 0.3 64.7 ± 0.7 58.0 ± 0.2 53.3 ± 0.6
EvenNet 84.8 ± 0.9 75.8 ± 0.9 70.7 ± 0.6 63.9 ± 0.5 58.7 ± 0.7 54.7 ± 0.8
GraphCON 83.7 ± 0.6 75.8 ± 0.3 70.9 ± 0.8 65.9 ± 0.7 62.2 ± 0.9 56.6 ± 0.3
SoftMedian 85.0 ± 0.7 78.6 ± 0.3 75.5 ± 0.9 69.5 ± 0.5 62.8 ± 0.8 58.1 ± 0.7
TWIRLS 84.2 ± 0.6 77.3 ± 0.8 72.9 ± 0.3 66.9 ± 0.2 62.4 ± 0.6 58.7 ± 1.1
TWIRLS-T 82.8 ± 0.5 76.8 ± 0.6 73.2 ± 0.4 67.7 ± 0.4 63.8 ± 0.2 60.8 ± 0.3

RUNG-`1 (Ours) 85.8 ± 0.5 78.4 ± 0.4 74.3 ± 0.3 68.1 ± 0.6 63.5 ± 0.7 59.8 ± 0.8
RUNG (Ours) 84.6 ± 0.5 78.9 ± 0.4 75.7 ± 0.2 71.8 ± 0.4 67.8 ± 1.3 65.1 ± 1.2

Figure 5: Convergence of our
QN-IRLS compared to IRLS.

Figure 6: Bias induced by
different attack budgets.

Figure 7: Distribution of feature
difference on attacked edges.

Here weevaluate the theperformance of RUNG against thebaselines under different settings. The275

results of local and global adaptiveattacks on Cora ML are presented in Table 1 and Table 2, while276

those on Citeseer are presented in Table 3 and Table 4 in Appendix E due to space limits. We277

summarize the following analysis from Cora ML, noting that the same observations apply to Citeseer.278

• Under adaptiveattacks, many existing defenses are not significantly more robust than undefended279

models. The `1-based models such as TWIRLS, SoftMedian, and RUNG-`1 demonstrate consider-280

able and closely aligned robustness under both local and global attacks, which supports our unified281

`1-based robust view analysis in Section 2.2.282

• RUNG exhibitssignificant improvementsover all baselinesacrossvariousbudgetsunder bothglobal283

and local attacks. Local attacks are stronger than global attacks since local attacks concentrate on284

targeted nodes. The robustness improvement of RUNG appears to be more remarkable in local285

attacks.286

• When there is no attack, RUNG largely preserves an excellent clean performance. RUNG also287

achieves state-of-the-art performance under small attack budgets.288

4.3 Ablation study289

Convergence. To verify the advantage of our QN-IRLS method in Eq (7) over the first-order IRLS in290

Eq (6), weshow the objectiveH on each layer in Figure 5. It can be observed that our stepsize-free291

QN-IRLS demonstrates the best convergence as discussed in Section 3.292

Estimation bias. The bias effect in `1-based GNNs and the unbiasedness of our RUNG can be293

empirically verified. We quantify the bias with
P

i 2 V kf i − f ?
i k2

2, where f ?
i and f i denote the294

aggregated featureon the clean graph and attacked graph, respectively. As shown in Figure 6, when295

the budget scales up, `1 GNNs exhibit a notable bias, whereas RUNG has nearly zero bias. We296

provide comprehensivediscussion of unbiasedness of RUNG in Appendix D.297

8



Emerging Perspectives 

Sun, Lichao, et al. “Adversarial attack and defense on graph data: A survey.” IEEE Transactions on Knowledge and Data Engineering, 2022.

Emerging 
Perspectives 

BBRW (Hou et, al., 2023): directed graph

RoHe (Zhang et, al., 2022): heterophilic graph 

HANG (Zhao et al., 2024): Hamiltonian method

EvenNet (Lei et al., 2022): even-polynomial graph

Emerging Perspectives include several new advancements in GNN robustness, 
including orthogonal directions to existing paradigms and promising foundational 
theories.
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Adversar ial Robustness of Graph Neural Networks in Directed Graphs

Anonymous Authors1

Abstract

Existing research on robust Graph Neural Net-

works (GNNs) focuses predominantly on undi-

rected graphs, neglecting the trustworthiness in-

herent in directed graphs. This work analyzes

the limitations of existing approaches from both

attack and defense perspectives, and we present

an exploration of the adversarial robustness of

GNNs in directed graphs. Specifically, we first

introduce a new and more realistic directed graph

attack setting to overcome the limitations of ex-

isting attacks. Then we propose a simple and

effectivemessage-passing framework asaplug-in

layer to enhance the robustness of GNNs while

avoiding a false sense of security. Our findings

demonstrate that the profound trust implications

offered by directed graphscan beharnessed to bol-

ster the robustness and resilience of GNNs signifi-

cantly. When coupled with existing defensestrate-

gies, this framework achieves outstanding clean

accuracy and state-of-the-art robust performance

against both transfer and adaptive attacks. The

findings in thisstudy reveal anovel and promising

direction for the robustness of graph learning.

1. Introduction

Graph neural networks (GNNs) have emerged to be a

promising approach for learning feature representations

from graph data, owing to their ability to capture node

features and graph topology information through message-

passing frameworks (Ma & Tang, 2020; Hamilton, 2020).

However, extensive research has revealed that GNNs are

vulnerable to adversarial attacks (Dai et al., 2018; Jin et al.,

2021; Wu et al., 2019; Zügner et al., 2018b; Zügner &

Günnemann, 2019b). Even slight perturbations in the graph

structure can lead to significant performance deterioration.

Despite the existence of numerous defense strategies, their

1Anonymous Institution, AnonymousCity, AnonymousRegion,
Anonymous Country. Correspondence to: Anonymous Author
< anon.email@domain.com> .

Preliminary work. Under review by the International Conference
on Machine Learning (ICML). Do not distribute.

effectiveness has been questioned due to a potential false

sense of robustness against transfer attacks (Mujkanovic

et al., 2022). In particular, a recent study (Mujkanovic et al.,

2022) demonstrated that existing robust GNNs are much

less robust when facing stronger adaptive attacks. In many

cases, thesemodels even underperform simple multi-layer

perceptions (MLPs) that disregard graph topology infor-

mation, indicating the failure of GNNs in the presence of

adversarial attacks. As existing research fails to deliver sat-

isfying robustness, new strategies are needed to effectively

enhance the robustness of GNNs.

As evident from the literature (Jin et al., 2021; Dai et al.,

2022; Mujkanovic et al., 2022), most existing research on

the attack and defense of GNNs focuses on undirected

graphs. From the attack perspective, existing attack al-

gorithms (Dai et al., 2018; Jin et al., 2021; Wu et al., 2019;

Zügner et al., 2018b; Zügner & Günnemann, 2019b) flip

both directions of an edge (out-link and in-link) when it

is selected, which could be unrealistic in many real-world

scenarios. For instance, for a social network in Figure 1,

it is relatively easy to create many fake users and orches-

trate large-scale link spam (i.e., in-links) targeting specific

users (Alkhalil et al., 2021). However, hacking into the

accounts of those target users and manipulating their fol-

lowing behaviors (i.e., out-links) are considerably more

difficult (Gohel, 2015). From the defense perspective, most

robust GNNs (Mujkanovic et al., 2022) convert the directed

graphs to undirected ones through symmetrization, which

neglects valuable directional information. Despite the ex-

istence of directed GNNs, their adversarial robustness is

largely unexplored (Tong et al., 2020b;a; Zhang et al., 2021).

Target

Neighbor (Real)

Neighbor (Fake)

Out-link (Real)

In-link (Real)

Out-link (Fake)

In-link (Fake)

Figure 1: Large-scale link spam.

On thecontrary to undirected graphs, many graphs in real-

world applications such ascitation networks(Radicchi et al.,

2011), social networks (Robins et al., 2009), and web net-

works (Kleinberg et al., 1999) are naturally directed. The

1

 Existing attack algorithms are undirected by flipping both out-link and in-link.

 Easy to create many fake users to 
follow the target user. (in-links)

 Difficult to hack into the account and 
manilpulate their following behaviors. 

(out-links)  

→ Trust more on out-links will contribute to 

better robustness
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 Catastrophic Failures of Directed Random Walk due to Indirect Attack 
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Table 1: Accuracy (%) on Cora-ML under RDGA.

Budget
0% 25% 50%

Clean Transfer Adaptive Transfer Adaptive

MLP 73.5±7.4 73.5±7.4 73.5±7.4 73.5±7.4 73.5±7.4

GCN 89.5±6.1 66.0±9.7 66.0±9.7 40.5±8.5 40.5±8.5

GCN-RW 86.5±6.3 86.5±6.3 52.0±8.1 86.5±6.3 28.0±4.6

APPNP 90.5±4.7 81.5±9.5 80.5±10.4 66.5±8.7 68.0±12.1

APPNP-RW 85.5±6.5 85.5±6.5 30.0±7.7 85.5±6.5 15.0±3.9

(b) GCN (c) GCN-RW(a) Attack	modes

Target Normal 1-hop 2-hop Others

Figure 2: Adversary behaviors.

similar observations can be made under other attack bud-

gets as shown in Appendix E. In particular, we separate

adversarial links into different groups according to whether

they directly connect target nodesor targets’ neighbors. The

yellow portion represents attacks by 1-hop neighbors on

the target (direct in-link attacks); the red portion represents

attacks by 2-hop neighbors on the target (indirect out-link

attacks); and the blue portion represents other attacks. The

distributions of adversarial links shown in Figure 2 indicate:

• When attacking GCN (Figure2 (b)), theadversary majorly

attacks the 1-hop in-links of target nodes using 96.32%

perturbation budget, which badly hurts its performance

since GCN replies on both in-links and out-links. How-

ever, the attack transferred from these two victim models

barely impact GCN-RW that only trusts out-links.

• When attacking GCN-RW (Figure 2 (c)), the adversary

can not manipulate the 1-hop out-links of target nodes

under the restricted setting (RDGA). It does not focus on

attacking the 1-hop in-links of target nodes either since

these 1-hop in-links can not influence GCN-RW. Instead,

the adversary tactfully identifies the targets’ neighbors

and conducts 2-hop out-link attacks through these neigh-

bors using 65.55% budget. In other words, it focuses on

attacking out-linking neighbors of target nodes so these

neighbors can destroy the predictions of target nodes.

3.2. Biased Bidirectional Random Walk

The study on the directed random walk message passing in

Section 3.1 indicates that it is non-trivial to robustify GNNs

using directed graphs, but it provides insightful motivations

to develop abetter approach. In this section, wepropose a

simple and effective approach with theoretical justification.

The systematic study on Section 3.1 offers two valuable

lessons: (1) Both in-linksand out-linksprovideuseful graph

topology information; (2) While out-links are more reliable

than in-links, full trust in out-links can cause catastrophic

failures and a false sense of robustness under adaptive at-

tacks due to the existence of indirect attacks. These lessons

motivate us to develop a message-passing framework that

not only fully utilizes the out-links and in-links information

but also differentiates their roles. Importantly, it also needs

to avoid a false sense of robustness under adaptive attacks.

To this end, we propose a simple yet highly effective Bi-

ased Bidirectional Random Walk (BBRW) Message Passing

framework represented by the propagation matrix that bal-

ances the trust on out-links and in-links:

Ã β = D − 1
β A β ,

where D β = A β1, A β = βA + (1− β)A > .

A β is the weighted sum of A and A > that combines the

out-links (directed random walk) and in-links (inversely

directed random walk), i.e., { A β } i j = βA i j + (1− β)A j i .

D β is theout-degreematrix of A β . Ã β denotes the random

walk normalized propagation matrix that aggregates node

features from both out-linking and in-linking neighbors.

Bias weight. The bias weight β 2 [0, 1] controls the rel-

ative trustworthiness of out-links compared with in-links.

When β = 1, it reduces to RW that fully trusts out-links.

But RW suffers from catastrophic failures under adaptive

attacks as shown in Section 3.1. Therefore, β is typically

recommended to be selected in the range (0.5, 1) to reflect

the assumption that out-links are more reliable than in-links

but out-links are not fully trustworthy due to the existence

of indirect in-link attacks on the neighbors. However, if

we believe in-links are more reliable than out-links, BBRW

provides the flexibility to take the advantage of such prior

information by choosing β 2 (0, 0.5).

Advantages. Theproposed BBRW enjoystheadvantagesof

simplicity, trustworthiness, explainability, universality, and

efficiency. First, BBRW issimpledueto itsclear motivation

and easy implementation. It is easy to tune with only one

hyperparameter. Second, the hyperparameter β provides

the flexibility to adjust the trust between out-links and in-

links, which helps avoid catastrophic failures and the false

sense of robustness caused by the unconditional trust in

out-links. The working mechanism and motivation of this

hyperparameter areclearly justified by atheoretical analysis

in Section 3.3. Moreover, it can be readily used as a plug-in

layer to improve the robustness of various GNNs, and it

shares the same computational and memory complexities

as the backbone GNNs. BBRW is also orthogonal and

compatible with existing defense strategies developed for

undirected GNNs.
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Table 1: Accuracy (%) on Cora-ML under RDGA.

Budget
0% 25% 50%

Clean Transfer Adaptive Transfer Adaptive

MLP 73.5±7.4 73.5±7.4 73.5±7.4 73.5±7.4 73.5±7.4

GCN 89.5±6.1 66.0±9.7 66.0±9.7 40.5±8.5 40.5±8.5

GCN-RW 86.5±6.3 86.5±6.3 52.0±8.1 86.5±6.3 28.0±4.6

APPNP 90.5±4.7 81.5±9.5 80.5±10.4 66.5±8.7 68.0±12.1

APPNP-RW 85.5±6.5 85.5±6.5 30.0±7.7 85.5±6.5 15.0±3.9

(b) GCN (c) GCN-RW(a) Attack	modes

Target Normal 1-hop 2-hop Others

Figure 2: Adversary behaviors.

similar observations can be made under other attack bud-

gets as shown in Appendix E. In particular, we separate

adversarial links into different groups according to whether

they directly connect target nodesor targets’ neighbors. The

yellow portion represents attacks by 1-hop neighbors on

the target (direct in-link attacks); the red portion represents

attacks by 2-hop neighbors on the target (indirect out-link

attacks); and the blue portion represents other attacks. The

distributions of adversarial links shown in Figure 2 indicate:

• When attacking GCN (Figure2 (b)), theadversary majorly

attacks the 1-hop in-links of target nodes using 96.32%

perturbation budget, which badly hurts its performance

since GCN replies on both in-links and out-links. How-

ever, the attack transferred from these two victim models

barely impact GCN-RW that only trusts out-links.

• When attacking GCN-RW (Figure 2 (c)), the adversary

can not manipulate the 1-hop out-links of target nodes

under the restricted setting (RDGA). It does not focus on

attacking the 1-hop in-links of target nodes either since

these 1-hop in-links can not influence GCN-RW. Instead,

the adversary tactfully identifies the targets’ neighbors

and conducts 2-hop out-link attacks through these neigh-

bors using 65.55% budget. In other words, it focuses on

attacking out-linking neighbors of target nodes so these

neighbors can destroy the predictions of target nodes.

3.2. Biased Bidirectional Random Walk

Thestudy on the directed random walk message passing in

Section 3.1 indicates that it is non-trivial to robustify GNNs

using directed graphs, but it provides insightful motivations

to develop abetter approach. In this section, wepropose a

simple and effective approach with theoretical justification.

The systematic study on Section 3.1 offers two valuable

lessons: (1) Both in-linksand out-linksprovideuseful graph

topology information; (2) While out-links are more reliable

than in-links, full trust in out-links can cause catastrophic

failures and a false sense of robustness under adaptive at-

tacks due to the existence of indirect attacks. These lessons

motivate us to develop a message-passing framework that

not only fully utilizes the out-links and in-links information

but also differentiates their roles. Importantly, it also needs

to avoid a false sense of robustness under adaptive attacks.

To this end, we propose a simple yet highly effective Bi-

ased Bidirectional Random Walk (BBRW) Message Passing

framework represented by thepropagation matrix that bal-

ances the trust on out-links and in-links:

Ã β = D − 1
β A β ,

where D β = A β1, A β = βA + (1− β)A > .

A β is the weighted sum of A and A > that combines the

out-links (directed random walk) and in-links (inversely

directed random walk), i.e., { A β } i j = βA i j + (1− β)A j i .

D β is theout-degreematrix of A β . Ã β denotes the random

walk normalized propagation matrix that aggregates node

features from both out-linking and in-linking neighbors.

Bias weight. The bias weight β 2 [0, 1] controls the rel-

ative trustworthiness of out-links compared with in-links.

When β = 1, it reduces to RW that fully trusts out-links.

But RW suffers from catastrophic failures under adaptive

attacks as shown in Section 3.1. Therefore, β is typically

recommended to be selected in the range (0.5, 1) to reflect

the assumption that out-links are more reliable than in-links

but out-links are not fully trustworthy due to theexistence

of indirect in-link attacks on the neighbors. However, if

we believe in-links are more reliable than out-links, BBRW

provides the flexibility to take the advantage of such prior

information by choosing β 2 (0, 0.5).

Advantages. Theproposed BBRW enjoystheadvantagesof

simplicity, trustworthiness, explainability, universality, and

efficiency. First, BBRW issimpledue to itsclear motivation

and easy implementation. It is easy to tune with only one

hyperparameter. Second, the hyperparameter β provides

the flexibility to adjust the trust between out-links and in-

links, which helps avoid catastrophic failures and the false

sense of robustness caused by the unconditional trust in

out-links. The working mechanism and motivation of this

hyperparameter areclearly justified by atheoretical analysis

in Section 3.3. Moreover, it can be readily used as a plug-in

layer to improve the robustness of various GNNs, and it

shares the same computational and memory complexities

as the backbone GNNs. BBRW is also orthogonal and

compatible with existing defense strategies developed for

undirected GNNs.
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 Biased Bidirectional Randm Walk (BBRW):
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Table 1: Accuracy (%) on Cora-ML under RDGA.

Budget
0% 25% 50%

Clean Transfer Adaptive Transfer Adaptive

MLP 73.5±7.4 73.5±7.4 73.5±7.4 73.5±7.4 73.5±7.4

GCN 89.5±6.1 66.0±9.7 66.0±9.7 40.5±8.5 40.5±8.5

GCN-RW 86.5±6.3 86.5±6.3 52.0±8.1 86.5±6.3 28.0±4.6

APPNP 90.5±4.7 81.5±9.5 80.5±10.4 66.5±8.7 68.0±12.1

APPNP-RW 85.5±6.5 85.5±6.5 30.0±7.7 85.5±6.5 15.0±3.9

(b) GCN (c) GCN-RW(a) Attack	modes

Target Normal 1-hop 2-hop Others

Figure 2: Adversary behaviors.

similar observations can be made under other attack bud-

gets as shown in Appendix E. In particular, we separate

adversarial links into different groups according to whether

they directly connect target nodesor targets’ neighbors. The

yellow portion represents attacks by 1-hop neighbors on

the target (direct in-link attacks); the red portion represents

attacks by 2-hop neighbors on the target (indirect out-link

attacks); and the blue portion represents other attacks. The

distributions of adversarial links shown in Figure 2 indicate:

• When attacking GCN (Figure2 (b)), theadversary majorly

attacks the 1-hop in-links of target nodes using 96.32%

perturbation budget, which badly hurts its performance

since GCN replies on both in-links and out-links. How-

ever, theattack transferred from these two victim models

barely impact GCN-RW that only trusts out-links.

• When attacking GCN-RW (Figure 2 (c)), the adversary

can not manipulate the 1-hop out-links of target nodes

under the restricted setting (RDGA). It does not focus on

attacking the 1-hop in-links of target nodes either since

these 1-hop in-links can not influence GCN-RW. Instead,

the adversary tactfully identifies the targets’ neighbors

and conducts 2-hop out-link attacks through these neigh-

bors using 65.55% budget. In other words, it focuses on

attacking out-linking neighbors of target nodes so these

neighbors can destroy the predictions of target nodes.

3.2. Biased Bidirectional Random Walk

The study on the directed random walk message passing in

Section 3.1 indicates that it is non-trivial to robustify GNNs

using directed graphs, but it provides insightful motivations

to develop abetter approach. In this section, wepropose a

simple and effective approach with theoretical justification.

The systematic study on Section 3.1 offers two valuable

lessons: (1) Both in-linksand out-linksprovideuseful graph

topology information; (2) While out-links are more reliable

than in-links, full trust in out-links can cause catastrophic

failures and a false sense of robustness under adaptive at-

tacks due to the existence of indirect attacks. These lessons

motivate us to develop a message-passing framework that

not only fully utilizes the out-links and in-links information

but also differentiates their roles. Importantly, it also needs

to avoid a false sense of robustness under adaptiveattacks.

To this end, we propose a simple yet highly effective Bi-

ased Bidirectional Random Walk (BBRW) Message Passing

framework represented by thepropagation matrix that bal-

ances the trust on out-links and in-links:

Ã β = D − 1
β A β ,

where D β = A β1, A β = βA + (1− β)A > .

A β is the weighted sum of A and A > that combines the

out-links (directed random walk) and in-links (inversely

directed random walk), i.e., { A β } i j = βA i j + (1− β)A j i .

D β is theout-degreematrix of A β . Ã β denotes therandom

walk normalized propagation matrix that aggregates node

features from both out-linking and in-linking neighbors.

Bias weight. The bias weight β 2 [0, 1] controls the rel-

ative trustworthiness of out-links compared with in-links.

When β = 1, it reduces to RW that fully trusts out-links.

But RW suffers from catastrophic failures under adaptive

attacks as shown in Section 3.1. Therefore, β is typically

recommended to be selected in the range (0.5, 1) to reflect

the assumption that out-links are more reliable than in-links

but out-links are not fully trustworthy due to theexistence

of indirect in-link attacks on the neighbors. However, if

webelieve in-links are more reliable than out-links, BBRW

provides the flexibility to take the advantage of such prior

information by choosing β 2 (0, 0.5).

Advantages. Theproposed BBRW enjoystheadvantagesof

simplicity, trustworthiness, explainability, universality, and

efficiency. First, BBRW issimpledueto itsclear motivation

and easy implementation. It is easy to tune with only one

hyperparameter. Second, the hyperparameter β provides

the flexibility to adjust the trust between out-links and in-

links, which helpsavoid catastrophic failures and the false

sense of robustness caused by the unconditional trust in

out-links. The working mechanism and motivation of this

hyperparameter areclearly justified by atheoretical analysis

in Section 3.3. Moreover, it can be readily used as aplug-in

layer to improve the robustness of various GNNs, and it

shares the same computational and memory complexities

as the backbone GNNs. BBRW is also orthogonal and

compatible with existing defense strategies developed for

undirected GNNs.
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3.3. Theoretical Analysis of BBRW

Weprovideatheoretical analysisof BBRW to understand its

working mechanism. Let h
(0)
x and h

(k )
x be the input feature

and the k-th layer hidden feature of node x in GNNs. The

influence score I (x, y) =
@h ( k )

x

@h
( 0 )
y

1

can measure the im-

pact of node y on node x in the message passing (Xu et al.,

2018). The attack mechanisms of out-link indirect attack

and in-link direct attack are shown in Figure 3 (a). In our

hyperparameter settings, weemploy 2 layer neural networks

for BBRW, resulting in 2-step random walk message pass-

ing: Ã 2
β . Therefore, the increment of influence score after

conducting the attack on node t is equivalent to Ã 2
β (t, x1)

for indirect attack or Ã 2
β (t, x2) for direct attack. From the

perspective of defense, we need to robustify the GNNs by

choosing an appropriate β to mitigate thepotential impact

of the stronger attack among them:

β⇤= arg min
β2 [0,1]

max{ Ã 2
β (t, x1), Ã 2

β (t, x2)} . (1)

(a) (b)

Direct
Attack

Indirect	
Attack

!

%!

%"

&

log%

&∗

F
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Figure 3: Theoretical analysis of BBRW.

Theorem B.1. Define thedegreedifference factor as k :=
D − 1
β

( t )+ D − 1
β

(x 2 )

2D − 1
β

(z)
, then the theoretical optimal β⇤ in Eq. (1)

is given by β⇤(k) =
p

k2 + 2k − k.

For a target node t , Theorem B.1 provides the theoretical

optimal β⇤ that minimizes theattack influence from a1-hop

direct attack or a2-hop indirect attack through aneighbor

node z. The detailed proof is presented in Appendix B.

Since different nodes may have a different β⇤due to their

distinct k, we perform astatistical analysis on thedistribu-

tion of β⇤. From Cora ML, we randomly select node t , x2,

and its neighbor z such that we calculate and collect multi-

plesamples { k( i ) } 10000
i = 1 . Figure 3 (b) shows the histogram

of { logk( i ) } 10000
i = 1 and β⇤ in terms of logk. From thefigure,

wecan find that theoptimal β⇤hasamedian of 0.79 and the

1 − ↵ (↵ = 0.2) confidence interval is (0.68, 0.92). This

optimal value range aligns well with the optimally tuned β⇤

in the ablation study in Section 4.3 (Figure 5 and Figure 8).

This further substantiates the validity of our approach.

4. Exper iment

In this section, we provide comprehensive experiments to

verify the advantages of the proposed BBRW. Comprehen-

sive ablation studies are presented to illustrate the working

mechanism of BBRW.

4.1. Exper imental Setting

Datasets. We mainly use the two most widely used datasets

in the literature, namely Cora ML (McCallum et al., 2000)

and Citeseer (Giles et al., 1998). Additionally, we also

include three larger datasets: Ogbn-Arxiv (Hu et al., 2021),

PubMed (Sen et al., 2008) and WikiCS (Mernyei & Cangea,

2022). The detailed information of datasets are shown in

Appendix A. Weuse the following datasplits: 10% training,

10% validation, and 80% testing. Werepeat theexperiments

for 10 random data splits and report the mean and variance

of the node classification accuracy.

Baselines. Wecompare our models with seven undirected

GNNs: GCN (Kipf & Welling, 2016), APPNP (Gasteiger

et al., 2018), Jaccard-GCN (Wu et al., 2019), RGCN (Zhu

et al., 2019), GRAND (Feng et al., 2020), GNN-

Guard (Zhang & Zitnik, 2020) and SoftMedian (Geisler

et al., 2021), most of which are designed as robust GNNs.

Additionally, we also select three state-of-the-art directed

GNNs including DGCN (Tong et al., 2020b), DiGCN (Tong

et al., 2020a) and MagNet (Zhang et al., 2021).

Hyperparameter settings. For all methods, hyperparame-

ters are tuned from the following search space: 1) learning

rate: { 0.05, 0.01, 0.005} ; 2) weight decay: { 5e-4, 5e-5, 5e-

6} ; 3) dropout rate: { 0.0, 0.5, 0.8} . For APPNP, we use the

teleport probability ↵ = 0.1 and propagation step K = 10

as (Gasteiger et al., 2018). For BBRW, we tuneβ in [0, 1]

with the interval 0.1. For a fair comparison, the proposed

BBRW-based methods share the same architectures and hy-

perparameters with the backbone models. For all models,

we use 2 layer neural networks with 64 hidden units. Other

hyperparameters follow the settings in their original papers.

Adversary attacks & evaluations. We mainly conduct

evasion target attacks using PGD topology attack (Xu et al.,

2019) under the proposed RDGA setting. The details of

the attacking algorithm are presented in Appendix C. We

randomly select 20 target nodesper split for robustness eval-

uation and run the experiments for multiple link budgets

∆ 2 { 0%, 25%, 50%, 100%} of the target node’s total de-

gree. Additionally, we also evaluate the robustness under

the global attack, node injection attack (Tao et al., 2021)

and influencer attack (Zügner et al., 2020). Furthermore, we

also include the certified robustness evaluation to provide a

provable and theoretical robustness for our method. In the

experimental results, Transfer and Adaptive refer to transfer

and adaptiveattacks, respectively. For transfer attacks, we
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Table 2: Classification accuracy (%) under different perturbation rates of graph attack.

Thebest results are in bold, and the second-best results are underlined. (Cora-ML)

Method
0% 25% 50% 100%

Clean Transfer Adaptive Transfer Adaptive Transfer Adaptive

MLP 73.5±7.4 73.5±7.4 73.5±7.4 73.5±7.4 73.5±7.4 73.5±7.4 73.5±7.4

DGCN 89.5±7.6 76.5±13.0 \ 54.5±7.9 \ 38.0±14.2 \

DiGCN 85.0±7.4 50.0±6.7 \ 40.5±9.1 \ 29.0±6.2 \

MagNet 88.5±3.2 70.5±10.6 \ 59.5±10.6 \ 54.0±7.0 \

Jaccard-GCN 90.5±6.5 69.5±7.9 65.5±7.9 44.0±6.2 34.0±7.0 21.0±7.0 8.0±4.6

RGCN 88.0±6.0 72.5±8.4 66.0±7.7 44.0±8.9 36.0±5.4 17.5±8.7 7.0±4.6

GRAND 85.5±6.1 74.0±7.0 65.0±7.4 64.0±9.2 51.0±8.6 45.0±7.1 24.0±7.7

GNNGuard 90.0±5.0 87.5±6.4 75.0±8.7 82.5±7.2 61.0±7.3 75.0±8.4 28.0±3.3

GCN 89.5±6.1 66.0±9.7 66.0±9.7 40.5±8.5 40.5±8.5 12.0±6.4 12.0±6.4

BBRW-GCN 90.0±5.5 89.5±6.1 89.0±6.2 86.0±5.4 85.0±6.3 85.0±7.1 75.0±10.2

APPNP 90.5±4.7 81.5±9.5 80.5±10.4 66.5±8.7 66.0±7.9 44.0±9.2 43.5±6.4

BBRW-APPNP 91.0±4.9 89.0±5.4 87.5±5.6 85.0±7.1 83.0±6.4 83.5±6.3 69.0±9.7

SoftMedian 91.5±5.5 86.0±7.0 83.0±7.1 75.0±8.4 73.0±7.1 48.5±11.4 47.5±9.3

BBRW-SoftMedian 92.0±4.6 91.5±5.0 92.0±4.6 89.5±6.9 88.0±5.1 87.0±8.4 84.5±8.8

!
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Figure 5: Ablation study on β (Cora-ML). Colors denote the accuracy under different attack budgets.

close to β = 1 (GCN-RW), it suffers from catastrophic

failures due to the indirect out-link attacks on targets’

neighbors, which is consistent with the discovery in Sec-

tion 3.1. This also explains the false sense of robustness

evaluated under transfer attacks.

Adversary capacity in RDGA. One of the major reasons

BBRW can achieve extraordinary robustness is to differenti-

ate the roles and trust of in-links and out-links. In RDGA,

we assume that the adversary can not manipulate the out-

linksof target nodesby fully masking target nodes’ out-links

(i.e., masking rate=100%). This reflects the practical con-

straints in real-world applications as explained in Section 1

and Section 2. However, in reality, it isbeneficial to consider

more dangerous cases when the adversary may be able to

manipulatesomeproportion of targets’ out-links. Therefore,

wealso provideablation study on thegeneral RDGA setting

by varying the masking rates of targets’ out-links from 0%

to 100%. The total attack budget including in-links and

out-links is set as 50% of the degree of the target node. The

ablation studies on masking rate under adaptive attack and

transfer attack are shown in Figure 6 (a) and Figure 12 in

Appendix E. The results in Figure 6 (a) offer the following

observations: (1) The robustness of undirected backbone

GNNs is not affected by constraints on the out-link attacks

of the target node, as they can’ t differentiate the out-links

and in-links; (2) BBRW can significantly enhance the ro-

bustness of backbones models (e.g., GCN) under varying

masking rates. The improvements are stronger when out-

links are better protected (higher mask rate).

Global attack. Besides local attacks, our method also im-

provestherobustnessunder global attacks. In global RDGA,

wemask the out-links perturbations of the test nodes rather

than thespecific target node. Theresults in Figure6 (b) vali-

datethat BBRW-GCN can significantly outperform theGCN

backbone across various budgets, and the improvement be-

comes even more significant under the larger budgets.
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 BBRW is plug-in layer, which is orthogonal to and can be combined with existing defenses.
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K. Zhao, Q. Kang, Y. Song, R. She, S. Wang, and W. P. Tay. Adversarial robustness in graph neural networks: A hamiltonian approach. NeurIPS, 2024.

 GNNs with conservative Hamitonian neural flows are robust to adversarial attacks.

→ Conserving Dirichlet energy is equivalent to preserving connecting nodes’ similiarty  
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R. Lei, Z. Wang, Y. Li, B. Ding, and Z. Wei. Evennet: Ignoring odd-hop neighbors improves robustness of graph neural networks. NeurIPS, 2022.

Balance Theory: 

“The enemy of my enemy is my friend, and the friend of my friend is also my friend.”

EvenNet:
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Empirical Robustness

 Empirical Robustness Evaluation
 Evaluation metric: 

(1) Accuracy: drop in performance; 

(2) Attack success rate;
(3) Classification margin: largest probability minus second-largest probability

 Limitations:
o Depend on a specific attack

o Optimistic evaluation

o False sense of security

 Reliable evaluation:

o Multiple different and powerful attacks
o Adaptive attack



Adaptive Attack

Mujkanovic, Felix, et al. "Are defenses for graph neural networks robust?." NeurIPS, 2022.

 Non-adaptive Attacks
 Do not directly attack the victim model, 

e.g., transfer attacks from surrogate model

 Obfuscated gradients → False sense of security

e.g., non-differentiable operator, such as low-rank approximation

 Adaptive Attacks

 Directly attack the victim model and identify the malicious edges 

e.g., typically gradient-based attacks like PGD

 Avoid obfuscated gradients

e.g., SVD-GCN, approximate the non-differentiable operator by
LRA(𝐀 + 𝛿𝐀) ≈ LRA 𝐀 + 𝛿𝐀 ∘Weight(𝐀)



Adaptive Attack

Mujkanovic, Felix, et al. "Are defenses for graph neural networks robust?." NeurIPS, 2022.

 Most of the defenses are evaluated against non-adaptive attacks leading to overly optimistic 

robustness estimates.

 All defenses are less robust than reported under adaptive attacks, with an undefended GCN 

outperforming some. 



Provable/Certifiable Evaluation

 Typical method: randomized smoothing
 Base classifier: 𝑓(𝑥)
 Smoothed classifier:

For a specific prediction, randomized smoothing can provide theoretical gurantee that 

there is no attack within specific radius.  (certified)

 Provable Robustness Evaluation

 Evaluation metric:

(1) Certified ratio: ratio of sample predictions can be certified as robust given a 
specific 𝒓

(2) Certified correctness: the prediction is both correct and certified

(3) Certified performance/accuracy: the ratio of ”certified correct” sample
(4) Certified radius: for a specific prediction, the largest radius 𝑟∗ for which this 

prediction can still be certified as robust.



Provable/Certifiable Evaluation

 Provable Robustness Evaluation

8 Graph Neural Networks: Adversarial Robustness 175

are treated as wrong. The certified performance gives a provable lower bound

on the performance of the GNN under any admissible perturbation w.r.t. the

current perturbation set F r (G) and the given data.

• Certified radius: While the above metrics assume a fixed F r (G), i.e., a fixed

radius r, we can also take another view. For a specific prediction, the largest

radius r⇤ for which the prediction can still be certified as robust is called its

certified radius. Given the certified radius of a single prediction, one can easily

calculate the averagecertifiable radius over multiple predictions.

Fig. 8.7 Certified ratio of

the smoothed classifier ob-

tained from different GNN

models using the certificate

of (Bojchevski et al, 2020a)

whereF r (G) consists of edge

deletion perturbations. The

model-agnostic nature of the

certificate allows to compare

the robustness across models.
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Figure 8.7 shows the certified ratio for different GNN architectures for the task

of node-classification when perturbing the graph structure. The smoothed classifier

uses 10,000 randomly drawn graphs and the probabilistic certification is based on a

confidence level of a = 0.05 analogously to theset-up in (Geisler et al, 2020). Since

local attacksareconsidered, thecertified ratio isnaturally rather low. Still, asshown,

there is asignificant difference between the models’ robustness performance.

Provable robustness evaluation provides strong guarantees in the sense that the

evaluation is more pessimistic. E.g. if the certified ratio is high, we know that the

actual GNN can only be better. Note again, however, that we still also implicitly

evaluate the certificate; with new certificates the result might become even better.

Also recall that certificates based on randomized smoothing (Section 8.3.2), eval-

uate the robustness of the smoothed classifier, thus, not providing guarantees for

the base classifier itself. Still, a robust prediction of the smoothed classifier entails

that the base classifier predicts the respectiveclass with a high probability w.r.t. the

randomization scheme.

As it becomes apparent, evaluating robustness is more complex than evaluating

usual prediction performance. To achieveadetailed understanding of therobustness

properties of GNNs it is thus helpful to analyze all aspects introduced above.

8.6 Summary

Along with the increasing relevanceof graph neural networks in various application

domains, comes also an increasing demand to ensure their reliability. In this regard,
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Z. Hou, R. Feng, T. Derr, and X. Liu. Robust graph neural networks via unbiased aggregation,  NeurIPS, 2024.

Table 2: Adaptive global attack on Cora ML. The best and second are marked.

Model 0% (Clean) 5% 10% 20% 30% 40%

MLP 65.0 ± 1.0 65.0 ± 1.0 65.0 ± 1.0 65.0 ± 1.0 65.0 ± 1.0 65.0 ± 1.0
GCN 85.0 ± 0.4 75.3 ± 0.5 69.6 ± 0.5 60.9 ± 0.7 54.2 ± 0.6 48.4 ± 0.5
APPNP 86.3 ± 0.4 75.8 ± 0.5 69.7 ± 0.7 60.3 ± 0.9 53.8 ± 1.2 49.0 ± 1.6
GAT 83.5 ± 0.5 75.8 ± 0.8 71.2 ± 1.2 65.0 ± 0.9 60.5 ± 0.9 56.7 ± 0.9

GNNGuard 83.1 ± 0.7 74.6 ± 0.7 70.2 ± 1.0 63.1 ± 1.1 57.5 ± 1.6 51.0 ± 1.2
RGCN 85.7 ± 0.4 75.0 ± 0.8 69.1 ± 0.4 59.8 ± 0.7 52.8 ± 0.7 46.1 ± 0.7
GRAND 86.1 ± 0.7 76.2 ± 0.8 70.7 ± 0.7 61.6 ± 0.7 56.7 ± 0.8 51.9 ± 0.9
ProGNN 85.6 ± 0.5 76.5 ± 0.7 71.0 ± 0.5 63.0 ± 0.7 56.8 ± 0.7 51.3 ± 0.6
Jaccard-GCN 83.7 ± 0.7 73.9 ± 0.5 68.3 ± 0.7 60.0 ± 1.1 54.0 ± 1.7 49.1 ± 2.4
GARNET 84.0 ± 0.5 76.5 ± 0.4 72.1 ± 0.1 66.4 ± 0.7 62.1 ± 1.3 58.7 ± 1.5
HANG 84.5 ± 0.2 75.7 ± 0.6 74.2 ± 0.3 69.5 ± 0.4 64.7 ± 0.9 58.4 ± 0.1
NoisyGNN 83.9 ± 0.5 76.7 ± 0.1 72.1 ± 0.3 64.7 ± 0.7 58.0 ± 0.2 53.3 ± 0.6
EvenNet 84.8 ± 0.9 75.8 ± 0.9 70.7 ± 0.6 63.9 ± 0.5 58.7 ± 0.7 54.7 ± 0.8
GraphCON 83.7 ± 0.6 75.8 ± 0.3 70.9 ± 0.8 65.9 ± 0.7 62.2 ± 0.9 56.6 ± 0.3
SoftMedian 85.0 ± 0.7 78.6 ± 0.3 75.5 ± 0.9 69.5 ± 0.5 62.8 ± 0.8 58.1 ± 0.7
TWIRLS 84.2 ± 0.6 77.3 ± 0.8 72.9 ± 0.3 66.9 ± 0.2 62.4 ± 0.6 58.7 ± 1.1
TWIRLS-T 82.8 ± 0.5 76.8 ± 0.6 73.2 ± 0.4 67.7 ± 0.4 63.8 ± 0.2 60.8 ± 0.3

RUNG-`1 (Ours) 85.8 ± 0.5 78.4 ± 0.4 74.3 ± 0.3 68.1 ± 0.6 63.5 ± 0.7 59.8 ± 0.8
RUNG (Ours) 84.6 ± 0.5 78.9 ± 0.4 75.7 ± 0.2 71.8 ± 0.4 67.8 ± 1.3 65.1 ± 1.2

Figure 5: Convergence of our
QN-IRLS compared to IRLS.

Figure 6: Bias induced by
different attack budgets.

Figure 7: Distribution of feature
difference on attacked edges.

Here we evaluate the theperformance of RUNG against thebaselines under different settings. The275

results of local and global adaptive attacks on Cora ML are presented in Table 1 and Table 2, while276

those on Citeseer are presented in Table 3 and Table 4 in Appendix E due to space limits. We277

summarize the following analysis from Cora ML, noting that the same observations apply to Citeseer.278

• Under adaptiveattacks, many existing defenses are not significantly more robust than undefended279

models. The `1-based models such as TWIRLS, SoftMedian, and RUNG-`1 demonstrate consider-280

able and closely aligned robustness under both local and global attacks, which supports our unified281

`1-based robust view analysis in Section 2.2.282

• RUNG exhibitssignificant improvementsover all baselinesacrossvariousbudgetsunder both global283

and local attacks. Local attacks are stronger than global attacks since local attacks concentrate on284

targeted nodes. The robustness improvement of RUNG appears to be more remarkable in local285

attacks.286

• When there is no attack, RUNG largely preserves an excellent clean performance. RUNG also287

achieves state-of-the-art performance under small attack budgets.288

4.3 Ablation study289

Convergence. To verify theadvantage of our QN-IRLS method in Eq (7) over the first-order IRLS in290

Eq (6), weshow the objectiveH on each layer in Figure 5. It can beobserved that our stepsize-free291

QN-IRLS demonstrates the best convergence as discussed in Section 3.292

Estimation bias. The bias effect in `1-based GNNs and the unbiasedness of our RUNG can be293

empirically verified. We quantify the bias with
P

i 2 V kf i − f ?
i k2

2, where f ?
i and f i denote the294

aggregated feature on the clean graph and attacked graph, respectively. As shown in Figure 6, when295

the budget scales up, `1 GNNs exhibit a notable bias, whereas RUNG has nearly zero bias. We296

provide comprehensive discussion of unbiasedness of RUNG in Appendix D.297
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Z. Hou, R. Feng, T. Derr, and X. Liu. Robust graph neural networks via unbiased aggregation,  NeurIPS, 2024.

 Under adaptive attacks, many existing defenses are not significantly more robust than undefended models. 

 The robustness improvement of RUNG appears to be more remarkable in local attacks. Local attacks are 

stronger than global attacks since local attacks concentrate on targeted nodes. 
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